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1. Verksamhetsbeskrivning (5 § 1)

1.1 Kortfattad beskrivning av verksamheten

Visby Airport ar lokaliserad strax norr om Visby och drivs sedan den 1 april 2010 av Swedavia
AB med staten som enda agare. Swedavia AB ska inom ramen for affarsmassighet, aktivt
medverka i utvecklingen av transportsektorn och bidra till att de av riksdagen beslutade
transportpolitiska malen uppnas. Swedavia kdper flygtrafikledning fran LFV.

e Transportstyrelsen ansvarar for regelgivning, tillstdndsprévning och tillsyn inom
transportomradet.

o Trafikverket ansvarar for langsiktig planering av transportsystemet for alla trafikslag.

e Tillsynsmyndighet for miljofarlig verksamhet ar Lansstyrelsen i Gotlands lan.

Foérutom forvaltning, operativ ledning, underhall och utveckling av enheterna, har Swedavia
AB aven verksamhetsansvaret for den yttre miljon, flygsakerheten och luftfartsskyddet. Den
operativa verksamheten bestar i huvudsak av start- och landningstjanst, raddningstjanst,
passagerarservice och sakerhetstjanster. Swedavia ansvarar aven for lokalférvaltning och
parkeringsservice pa flygplatsen. Inom det sa kallade Helge Norr (F17G) bedriver
Forsvarsmakten verksamhet inom avgransat omrade. Verksamheten gentemot Swedavia
regleras i ett Gvergripande centralt avtal mellan Férsvarsmakten och Swedavia samt ett lokalt
avtal med Visby Airport. Férsvarsinspektéren fér halsa och miljé, FIHM, utdvar tillsyn
gentemot den militdra verksamheten.

Huvudsaklig verksamhet ar forlagd till flygplatsomradet. En yttre station med flyghjalpmedel
finns vid Bingers kvarn. Flygvagar till och fran Visby Airport gar till stérsta delen éver vatten.
Huvuddelen av verksamheten sker under dagtid. Den civila flygverksamheten bestar av:

inrikestrafik; framst linjefart till/fran Arlanda och Bromma

samhallsviktiga transporter; ambulansflyg, -helikopter, fangtransporter samt flygfrakt
utrikestrafik; charter

allmanflyg; privat-, sport- och rekreationsflyg, affars- bruks- och skolflyg

Verksamheten vid flygplatsen omfattar aven:

. Drift och underhall av terminal, bansystem och flygplatsljus.

. Drivmedelshantering och drivmedelstjanster at flygféretag, sdsom tankning av flygplan.
. Falthallning, sasom grasklippning och snordjning.

. Drift av faltgarage for fordon och maskiner samt fordonsverkstad.

. Drift och underhall av bil- och cykelparkering.

Den operativa driften bestar av 4 skift vilket sakerstaller arbetstidsvillkor och redundans i
verksamheten.

Under aret har drygt 33 miljoner passagerare rest till och fran Swedavias tio flygplatser, en
6kning med 2,4% jamfort med ar 2024. Pa Visby Airport minskade antalet passagerare med
11 % jamfort med 2024, till 261 982 resenarer (linjefart och charter). Den reguljara linjefarten
pa Visby Airport har i huvudsak bedrivits av SAS. | oktober startade Brommaflyg sin trafik till
Bromma och darmed fick Gotland aterigen trafik till bAde Arlanda och Bromma. Under
sommaren trafikerades Visby Airport aven av Norwegian (Arlanda), Finnair (Helsingfors) och
Vastflyg (Trollhattan).

Swedavia AB Visby Airport Tel: 010-109 52 00 Sida 3 (27)
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1.2 Huvudsaklig paverkan pa miljon och méanniskors halsa

Verksamheterna vid Visby Airport kan paverka miljon och manniskors halsa pa olika satt,
framst genom buller fér narboende och utslapp till luft, mark och vatten. Verksamheterna
bidrar aven till miljopaverkan genom forbrukning av resurser och energi samt transporter.

2. Tillstand (5 § 2)

Miljéprévningsdelegationen inom Lansstyrelsen i Stockholms 1an [mnar med stdd av 9 kap.
miljdbalken, Swedavia AB, med org.nr. 556797-0818, tillstand till civil flygplats med
infrastruktur for militar flygverksamhet inom fastigheterna Visby Annelund 1:72 m.fl. i Gotlands
kommun.

Tillstandet galler for en arlig omfattning av hogst 35 750 flygrérelser, varav 30 000 civila
flygrérelser och 5 750 militéra flygrorelser.

Miljéprévningsdelegationen inom Léansstyrelsen i Stockholms lédn, beteckning 5511-22691-
2013, 2015-01-29.

Tillstdndet togs i ansprak 2017-01-01. Detta meddelades tillsynsmyndigheterna Lansstyrelsen
och Generalldkaren 2016-12-29. Tillstdndet galler tills vidare.

Overklagan avseende bullerskyddsatgérder. Revidering av villkor 6 och 7: Regeringsbeslut
Miljé- och energidepartementet, M2015/02781/Me, 2017-09-14.

Fraga om slutliga villkor avseende bullerskyddsatgarder for civil flygtrafik. Villkor 6a:
Miljéprévningsdelegationen inom Lénsstyrelsen i Stockholms l&n, beteckning 551-37729-
2018, 2019-11-25.

Fraga om slutliga villkor avseende férorenat dagvatten. Villkor 22 och 23 galler fran ar 2023:
Miliéprévningsdelegationen inom Lénsstyrelsen i Stockholms I&n, beteckning 551-59791-
2021, 2022-12-06.

Fraga om andring av villkor avseende flygbransle och dvriga drivmedel. Villkor 15:
Miljiéprévningsdelegationen inom Lénsstyrelsen i Stockholms 1dn, beteckning 551-2516-2023,
2023-06-29.

3. Anmaélningsarenden beslutade under aret (5 § 3)

Kortfattad beskrivning av anmalningspliktiga &ndringar enligt 1 kap. 10-11 §§
miljéprévningsférordningen och 6vriga aktuella drenden under aret.

2025-02-04 Information om borrning i omrade som gransar till sekundart
vattenskyddsomrade. Aterkoppling frdn Region Gotland att ingen anmalan krévs.

2025-03-12 Ansokan om tillstand till ingrepp i fornlamning, dnr 1170-2025. Beslut om
undersdkning och schaktningsdvervakning. | samband med gravningen upptacktes en ny
stenséttning vilken registrerats i Fornreg som L2025:4032. Arendet avslutat.
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2025-03-27 Information planerad ny Brandévningsplats, dnr 1525-2025. Arendet avslutat.
Swedavia aterkommer med anmalan alternativt tillstdndséndring nar det blir aktuellt.

2025-03-30 Sasongsrapport Rening av PFAS 2023-2024 (dnr 1532-2025). Avslutat.

2025-04-14 Kompletterande information om justerade flygprocedurer, dnr 2073-2025. De
nya procedurer som publiceras i maj paverkar inte miljé eller manniskors halsa. Avslutat.

2025-05-09 Aterkoppling pa Miljérapport 2024 (dnr 1564-2025). En mindre brist noterades
avseende redovisning av 6verflygningar. Vidtagna atgarder kan utvecklas. Avslutat.

2025-05-09 Kéldmedierapport 2024. Inga avvikelser. Bifogas miljorapport. Avslutat.
2025-05-09 Driftstérning dagvattenrening. Se avsnitt 10.

2025-05-12 Information underhall Bantvatt, dnr 2254-2025. Flygplatsens start-
/landningsbana tvattades i borjan av juni med hogtryckstvatt for att fa bort gummibelaggningar
och 6ka friktionen pa banan. Sammanstallning av slutrapport pagar. Se aven 8.5.5.

2026-01-14 Avrapportering skyddsjakt enligt tillstand. Flygplatsen anvander framst
férebyggande atgarder som skrammer bort vilt och fagel. | sista hand bedrivs skyddsjakt.
Under ar 2025 kravdes av flygsakerhetsskal avskjutning av hare 6st, rabbis 13, kaja 2, mas
59, gas 3, korp 2, kraka 2, raka 1, rapphona 8 och tofsvipa 1.

4. Andra gallande beslut (5 § 4)

Tidigare ars anmalningsarenden till Lansstyrelsen, som fortfarande ar aktuella.

4.1 Ateranvindning av fororenade massor, under MKM, anmélt 2018-09-19
Inga asfaltmassor har ateranvants pa flygplatsomradet under ar 2025.

4.2 Markarbete K51, anmalt 2022-08-11

Flera markarbeten som omfattar nybyggnation och ledningsdragning for att forstarka
kraftférsorjningen och férbereda fér elflygsladdning. Arendet kompletterades 2025-05-27. Se
aven Fornldmningsarende under punkt 3. Pagar och férvantas paga ytterligare nagra ar.

4.3 Hantering intrdngande grundvatten, dnr 2141-24
PFAS-fororenat grundvatten tranger in kallare. Utredning pagar.

5. Tillsynsmyndighet (5 § 5)

Tillsynsmyndighet enligt miljdbalken ar Lansstyrelsen i Gotlands Ian.

Planerad milj6tillsyn genomférd 2025-05-26 (dnr 2232-2025).
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6. Tillstandsgiven och faktisk produktion (5 § 6)

Den tillstandspliktiga verksamheten avser produktion av start- och landningstjanster.
Tillstdndet omfattar 35 750 flygrorelser, fordelat pa 30 000 civila och 5 750 militara flygrérelser
per ar. En rorelse ar antingen en landning eller en start. Civil trafik definieras som antal
rorelser med civilt registrerade luftfartyg. Militar trafik avser militért registrerade luftfartyg.

Flygplansrorelserna sammanstalls av LFV Flygtrafikledning, ATS (Air Traffic Services).

Av tabell 1 framgar totalt antal rorelser under ar 2021, 2022, 2023, 2024 och 2025.

Ar 2025 2024 2023 2022 2021
Civila rorelser 11 632 11 947 12 361 12 199 11917
- varav Linjefart/charter 5474 6 388 6783 6 246 5377
- varav Ovrig trafik 6 158 5 559 5578 5953 6 540
Militara rorelser* 983 1236 1496 1914 1712
Summa 12 616 13 183 13 857 14 113 13 853

Tabell 1. Antal flygplansrorelser ar 2021 - 2025 Visby Airport.

Under ar 2025 var totala antalet flygrorelser pa Visby Airport 12 616. Jamfort med 2024 har
rorelserna minskat med ca 4 procent.

7. Gallande villkor i tillstand (5 § 7)

71 Villkor
Redovisning av de villkor som géller for verksamheten pa Visby Airport samt hur vart och ett
av dessa villkor har uppfylits.

7.1.1 Villkor 1

"Om inte annat féljer av 6vriga villkor ska verksamheten bedrivas i huvudsak i enlighet med
vad Swedavia har angett i ans6kningshandlingarna och i 6vrigt atagit sig.”

Utforande

Ett dvergripande villkor som omhandertas i rutiner och anvisningar som finns i flygplatsens
miljéledningssystem, avtal samt genom flygplatsens kontrollprogram.

Villkoret uppfylit.

7.1.2 Villkor 2

"Innan tillstandet tas i ansprak ska detta meddelas till tillsynsmyndigheterna (Lansstyrelsen
och Generalldkaren).”

Utforande

Information om ianspraktaget tillstandet meddelades tillsynsmyndigheterna 2016-12-29.
Villkoret uppfyllt.
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7.1.3 Villkor 3

"Reversering utbver tomgéngsreversering ska undvikas mellan kl. 22.00 och kl. 06.00 om det
inte pakallas av flygsékerhetsskal”.

Uppféljning: LFV flygtrafikledning ATS har ett praktiskt ansvar for att ingen reversering sker
mellan kl. 22.00 och kl. 06.00. Reglerat i avtal mellan Swedavia och LFV, med kvartalsvis
uppfoljning.

Foérsvarsmakten ansvarar for villkorsefterlevnad avseende den militara trafiken.
Utférande: Ingen reversering sker savida det inte pakallas av flygsakerhetsskal, se bilaga.

Villkoret uppfyllt.

7.1.4 Villkor 4
"Flygvégar for civila luftfartyg

Vid inflygningar till bana 03 och utflygningar frdn bana 21 ska éverflygning av Visby tétort
undvikas med IFR-trafik med maximal startvikt 6verstigande 7 ton enligt féljande.

(i) Vid inflygning till bana 03 i védnstervarv ska civila luftfartyg angéra avslutande rakbana
senast 2 nautiska mil fran bantréskeln.

(i) Vid utflygning fran bana 21 ska civila luftfartyg ansétta vénstersvéng senast efter passage
av 1 300 fot till minst kursen 185 grader. Svdng véasterut far tidigast ske tre nautiska mil fran
DME VSB, (SWEREF 99 TM 6395734 x 699655).

Avsteg fran ovanstaende flygvéagar for civila luftfartyg far géras
(iii) da pilot eller flygledare bedémer att flygsékerheten kréver detta och
(iv) fér skoltrafik med flygplan som skolflyger och féljer civila procedurer med avbruten

inflygning.”

Uppfdlining 4i

Ingen avvikelse har detekterats i flygvagsuppféljningssystemet avseende inflygning (arrival).

Uppfdélining 4ii

Uppfdljning omfattar radardata ur systemet ANOMS avseende utflygning (departure). Under
2025 har totalt fem dverflygningar registrerats, varav tre som inte har noterats ske i samband
med skoltrafik, ambulans/sjuktransport eller pa grund av flygsadkerhet. Resultat av uppféljning
presenteras i tabell 2, figur 1-5 samt forklarande textrutor.

Operation Flight Tail Operation

Number Date Time Aircraft Type Number Runway Airline Number Type TUNG CLASS
4042806 2025-01-23 18:43 AT43 AZD162 21 IMX OEHZA D Ja Charter
4046442 2025-02-22 10:47 DH8C KBV503 21 KBV SEMAC D Ja Aerial work
4076033 2025-08-01 16:06 PC24 SWE22V 21 SWE SERVE D JA  Aerial work
4134800 2025-12-06 10:19 PC24 SWE32A 21 SWE SERVE D JA Aerial work
4136772 2025-12-16 18:39 CRJ9 SAS096 21 SAS EIFPF D JA Linjefart

Tabell 2. Avvikelser under aret fran villkor 4ii (Utflygning/Departure).
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Figur 3. Overflygning 1 augus

147

ti, villkor 4ii (utflygning/departure)

Sannolikt

23 januari. Postflygets pilot har
gjort en felsvang efter start. Visby
Airport har s6kt operatéren
Zimex, men inte fatt svar.

kan rorelsen ha

upplevts som stérande, da
Overflygning gjordes pa 1 844 fot
(ca 560 meter).

29 augusti genomférdes sista
postflygningen till Gotland.

22 februari.
Kustbevakningens pilot
har svangt vasterut for
tidigt. Flygledartornet
har gjort en notering.

Sannolikt har avvikelsen
inte utgjort nadgon
bullerstérning da
flygplanet passerat pa
hog hojd, 2 119 fot (ca
650 m).

utveckla aska.

avvikelse.

1 augusti har flygledartornet
noterat TCU/CB (Towering
Cumulus/Cumulonimbus),
molnformationer som kan

Rorelsen bedoms ej utgora en
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6 december orsakades
overflygningen av bradskande
ambulanstransport.

Rérelsen beddms ej utgdra en
avvikelse.

STERBY

(&)

16 december. SAS pilot har
svangt vasterut for tidigt.

Sannolikt har avvikelsen inte
utgjort nagon bullerstérning da
flygplanet passerat pa hog hojd,
2 667 fot (ca 810 m).

Avvikelseutredning pagar.

c

DJUPLUNDA

Figur 5. Overflygning 16 december, villkor 4ii (utflygning/departure)

Villkoret huvudsakligen uppfylit. Tre otillatna dverflygningar har intraffat under aret.

7.1.5 Villkor 5
"Flygvégar fér militara luftfartyg

Fér militéra luftfartyg oavsett startvikt géller foljande. Oavsett banriktning eller riktning varifréan
luftfartyget ankommer mot flygplatsen eller avgar mot ska éverflygning av Visby tétort
undvikas (aktuellt omrade begrdnsas huvudsakligen i vaster av kustlinjen, i séder av "S6dra
hamnpiren”, i éster av férldngningen av bana 03 samt i norr av Visby lasarett).

Avsteg fran ovanstaende flygvégar fér militéra luftfartyg far gbras
(i) da pilot eller flygledare bedémer att flygsékerheten kréver detta,

(ii) vid incidentberedskap samt

Swedavia AB Visby Airport Tel: 010-109 52 00 Sida 9 (27)
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(iii) for skoltrafik med flygplan som skolflyger och féljer civila procedurer med avbruten
inflygning.”

Uppfdljning: Swedavia foljer delvis upp detta villkor med hjélp av LFV. Férsvarsmakten
ansvarar for att villkoret uppfylls. Militara luftfartyg flyger enligt anvisningar fran
flygtrafkledning.

Forsvarsmakten har fatt uppgifter av LFV for uppféljning av villkoret. Inga landande
flygfarkoster har flugit under 3 000 meter i det omrade som ska undvikas, se bilaga.

Villkoret uppfylit

7.1.6 Villkor 6 (Regeringsbeslut 2017-09-14, M2015/02781/Me)
Bullerskyddsatgérder — civil flygtrafik

Bullerskyddsatgérder ska vidtas i bostadsrum, i savéal permanent- som fritidsbostédder, samt i
lokaler i vard- och undervisningsbyggnader som utomhus

(i) exponeras fér FBN 55 dBA och déaréver eller

(i) exponeras fér maximala ljudnivaer 70dBA eller déréver, minst 150 nétter per ar med minst
tre flygrérelser per natt (kl. 22.00-06.00).

Malet for bullerskyddsatgérderna ska vara att flygbullernivan FBN inomhus i bostadsrum och i
véard- och undervisningslokaler inte 6verstiger 30 dBA och att den maximala ljudnivan
inomhus nattetid i bostadsrum och vard- och undervisningslokaler inte éverstiger 45 dBA fran
de vid varje tidpunkt mest bullrande flygplanstyperna, dock inte sédana flygplanstyper som
endast férekommer upp till 20 tillféallen per ar.

Bullerskyddsatgérder ska vidtas allt eftersom flygtrafiken férdndras. Bestdmning av vilka
byggnader som ska bli féremal fér atgérder ska grundas pa teoretiska berdkningar och i
samrad med tillsynsmyndigheten (Ldnsstyrelsen).

Bullerskyddsatgérderna ska genomféras i samrad med fastighetségaren.
Bullerskyddsatgérderna ska vara vidtagna senast tva ar efter det att en byggnad fér férsta
gangen exponeras enligt nagot av bullerkriterierna for civil flygtrafik. Tillsynsmyndigheten
(Lénsstyrelsen) far ge Swedavia anstand frén tidsramen pé tva ar fér genomférandet av
atgérder.

Vid meningsskiljaktigheter mellan Swedavia och fastighetsdgaren ska fragan hdnskjutas till
tillsynsmyndigheten (Lénsstyrelsen) for formellt beslut i frdgan om vilka atgérder som é&r
rimliga att kréva. Atgérderna ska i sédana fall vara vidtagna inom ett &r efter lagakraftvunnet
avgérande, om inte tillsynsmyndigheten bestdmmer annat.

Atgérder behéver inte vidtas

(iii) i lokaler i vard- och undervisningsbyggnader som utsétts fér angivna maximalljudnivaer fér
natt enligt (ii) om lokalerna anvénds fér sitt &ndamal nattetid endast undantagsvis,

(iv) om kostnaderna med hénsyn till den effekt som uppnas inte &r rimliga med hénsyn till
byggnadens standard och vérde,

(v) pa nybyggnader, tillbyggnader eller annan &ndring av en byggnad é&n tillbyggnad, om
andringen innebdér att bygganden helt eller delvis tas i ansprédk fér annat &ndamal én senast
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beviljade bygglov och som uppférts efter det att detta tillstdnd vunnit laga kraft om byggnaden
ligger innanfér de bullerutbredningskurvor for sékt civil flygverksamhet som redovisats i
tillstdndsansékan. Plansch 1B fér FBN 55dBA och plansch 3B fér max 70 dBA 3 ggr/natt 150
nétter/ar, bilaga 2 och 3 samt

(vi) pé byggnader som omfattades av regeringens beslut den 2 december 2004
(M1997/76/F/M) och dér bullerskyddsatgéarder har reglerats.

Uppfdljining

Swedavias trafikplanering gors utifran dessa villkor. | praktiken innebar detta att trafiken sa
langt som mojligt undviks kl. 22.00-06.00.

6 (i). Utfall for FBN 55 dB(A) for ar 2025 beddéms underskrida de nivaer och bullerkonturer
som beraknades for utfall 2019.

6 (ii). Maximala ljudnivaer 70dBA eller daréver, minst 150 natter per ar med minst tre
flygrorelser per natt. Utfall 2025: farre an 150 natter med tre eller flera rérelser mellan 22—06.

Swedavia har analyserat trafikutfallet for ar 2025 ars trafik, och jamfért med ar 2019 ars utfall
go6rs beddmningen att inga ytterligare byggnader omfattas. Detta framst med anledning av
den mindre trafikmangden 2025 jamfért mot 2019.

Villkoret uppfylit.
7.1.6 a Villkor 6a (2019-11-25, MPD 551-37729-2018)
Bullerskyddsatgéarder — civil flygtrafik

Bullerskyddséatgérder ska vidtas i bostadsrum, i savél permanent- som fritidsbostéder, samt i
lokaler i vard- och undervisningsbyggnader som utomhus regelbundet exponeras fér maximal
ljudniva 80 dBA eller déréver fran civil flygtrafik vid minst tre ganger per dag/kvéll (kl. 06.00-
22.00) under kalenderaret eller under perioden maj-augusti.

Malet fér bullerskyddsétgédrderna ska vara att den ekvivalenta ljudnivan inomhus inte
overskrider 30 dBA.

Bullerskyddsatgéarder ska vidtas allt eftersom flygtrafiken férdndras. Bestémning av vilka
byggnader som ska bli féremal for atgérder ska grundas pa teoretiska berdkningar och i
samrad med tillsynsmyndigheten (Ldnsstyrelsen).

Bullerskyddséatgérderna ska genomféras i samrad med fastighetségaren.
Bullerskyddsatgérderna ska vara genomférda senast tva ar efter att villkoret fallit ut.
Tillsynsmyndigheten (Lénsstyrelsen) far ge Swedavia anstand frén tidsramen pa tva ar for
genomférande av atgérder.

Vid meningsskiljaktigheter mellan Swedavia och fastighetsdgaren ska fragan hénskjutas till
tillsynsmyndigheten (Lénsstyrelsen) for formellt beslut i fragan om vilka atgarder som &r
rimliga att kréva. Atgérderna ska i sédana fall vara vidtagna inom ett &r efter lagakraftvunnet
avgérande, om inte tillsynsmyndigheten bestdmmer annat.

Atgérder behéver inte vidtas

(i) om kostnaderna med hénsyn till den effekt som uppnas inte &r rimliga med hénsyn till
byggnadens standard och vérde,
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(i) pa nybyggnader, tillbyggnader eller annan &ndring av en byggnad é&n tillbyggnad, om
andringen innebdér att bygganden helt eller delvis tas i ansprék fér annat &ndamal én senast
beviljade bygglov och som uppférts efter det att detta tillstand vunnit laga kraft om byggnaden
ligger innanfér de bullerutbredningskurvor som redovisats i bolagets utredning av den
uppskjutna fragan U1 samt

(iii) pa byggnader som omfattades av regeringens beslut den 2 december 2004
(M1997/76/F/M) och dér bullerskyddsatgéarder har reglerats.

Utférande

2018 genomférdes en storre kartlaggning av fastighetsbestandet kring Visby flygplats.
Utredningen pekade ut ett antal fastigheter inom det aktuella exponeringsomradet som
utreddes vidare for att sakerstélla att riktvardet inomhus innehalls. Totalt 16 fastigheter
identifierades riskera ett dverskridande inomhus fér minst nagot av utfallsaren 2019 och 2040.
Fyra fastigheter har avbojt utredning.

Under 2021 besdktes och inventerades 12 fastigheter. Berakning av ljudnivan inomhus, enligt
SS-EN 12354-3:2017, visade att nio av tolv fastigheter klarade aktuellt riktvarde inomhus.

Vid tva fastigheter (A och B) Overskrids riktvardet inomhus, bade for utfallsar 2019 och 2040.

A. Kostnaden for att genomfora nédvandiga atgarder dverstiger byggnadens varde och
beddms inte sta i proportion till vad som ar ekonomiskt rimligt.

B. Bullerskyddsatgarder har utforts i samrad med fastighetsagare under ar 2022.

C. Riktvarde 6verskrids for utfallsar 2040 och ska erbjudas atgard nar utfallet intraffar.

Inga meningsskiljaktigheter mellan Swedavia och fastighetsagare foreligger.
Uppfdljning

Swedavia har analyserat trafikutfallet for 2025 ars trafik och gér bedémningen att inga
ytterligare byggnader omfattas. Bedomningen baseras framst pa mindre trafikmangd ar 2025
jamfort med utfallet ar 2019.

Villkoret uppfylit.

7.1.7 Villkor 7
Bullerskyddsatgarder — militar flygtrafik

Bullerskyddsatgéarder ska vidtas i bostédder fér permanentboende vilka vid normala start- och
landningsférfaranden med militéra jetflygplan utsétts for berédknade maximala ljudnivaer
utomhus om 90 dBA och déaréver vid 700 eller fler tillféllen per ar. Vid berédkning av ljudniva
ska inte inréknas rotestart eller start med efterbrdnnkammare.

Malet fér bullerskyddsétgéarderna ska vara att den teoretiskt berdknade maximala ljudnivan
inomhus i bostadsrum inte éverstiger 55 dBA.

Bullerskyddsatgarderna ska genomféras i samrad med fastighetségaren.

Bullerskyddsatgérderna ska vara vidtagna senast vid arsskiftet tva ar efter att krav pa
atgérder faller ut. Tillsynsmyndigheten (Generalldkaren) far ge Férsvarsmakten anstand fran
ndmnda tidsram pa tva ar fér genomférandet av atgérder.

Vid meningsskiljaktighet mellan Férsvarsmakten och fastighetsdgaren ska fragan hdnskjutas
till tillsynsmyndigheten (Generallékaren) for formellt beslut i fragan om vilka atgérder som &r
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rimliga att kréva. Atgérderna ska i s&dana fall vara vidtagna inom ett ar efter lagakraftvunnet
avgdérande, om inte tillsynsmyndigheten bestdmmer annat.

Atgérder behéver inte vidtas

(i) om kostnaderna med hénsyn till den effekt som uppnas inte ar rimliga med hénsyn till
byggnadens standard och vérde och

(i) pa nybyggnader, tillbyggnader eller annan dndring av en byggnad é&n tillbyggnad, om
andringen innebdr att byggnaden helt eller delvis tas i ansprék fér annat dndamal n senast
beviljade bygglov och som uppférts efter det att detta tillstand vunnit laga kraft om byggnaden
ligger i omradet innanfér den blamarkerade kurvan pa plansch 3C bilaga 4.

Uppfdljning
Det aligger Forsvarsmakten att folja upp villkor 7, se bifogad rapport fran FM.

Under 2025 gjordes totalt 983 militara flygrorelser. Enligt den utredning som genomférts har
ingen bostad utsatts for sadana ljudnivaer som anges i tillstandet. Utredningen bygger pa
antagandet att foérdelningen av flygvagar ar jamférbar mellan aren.

Villkoret uppfylit.

7.1.8 Villkor 8

Swedavia och Férsvarsmakten ska arligen analysera trafikutfallet och bedéma vilka
byggnader som kan omfattas av bullerskyddséatgérder. Teoretiska berdkningar av flygbuller
fran aktuella trafikuppgifter ska ske minst vart 5:e ar fran och med 2015 eller pa nagon av
tillsynsmyndigheternas begéran (Lansstyrelsen for civil flygtrafik, Generallékaren for militér
flygtrafik). Utférda analyser, bedémningar och berdkningar ska arligen redovisas till
tillsynsmyndigheterna i miljérapporterna (Lansstyrelsen fér civil flygtrafik och Generalldkaren
fér militér flygtrafik).

Swedavia analyserar trafikutfall arligen och bedémer vilka byggnader som kan omfattas av
bullerskyddsatgarder, se 7.1.6. Teoretiska berakningar har genomférts for aren 2015 - 2021.

Forsvarsmakten har analyserat trafikutfallet 2025 och konstaterar att ingen byggnad omfattas
av bullerskyddsatgarder. Teoretiska berakningar av flygbuller har genomforts for aren 2015 —
2019.

Villkoret uppfyllt.

7.1.9 Villkor 9

De teoretiska bullerberdkningarna ska ske med vid var tidpunkt géllande berdkningsmetod fér
flygbuller som senast faststéllts av Transportstyrelsen och F6érsvarsmakten i samrad med
Naturvardsverket. Saknas en sddan metod ska respektive tillsynsmyndighet (Lénsstyrelsen
for civil flygtrafik, Generallédkaren fér militar flygtrafik) bestdmma vilken metod som ska
anvéndas.

Bade Swedavia och Férsvarsmakten anvander gallande berakningsmetod for flygbuller vid
teoretiska bullerberakningar.

Metodredovisning
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Flygbullerberadkningarna har gjorts med den datoriserade berdkningsmodellen INM 7.0d"' som
ar konstruerat av FAA2. INM 7.0d med dess underliggande teori 6verensstammer med den
metodbeskrivning som redovisats i ECAC? dokument 29 (version 3). Transportstyrelsen,
Forsvarsmakten och Naturvardsverket har gemensamt tagit fram ett dokument redovisandes
de principer som ska gélla fér kvalitetssakring av flygbullerberakningar i Sverige, har skrivs att
det ar gallande version av ECAC Doc 29 som ska vara den metodmassiga utgangspunkten
for flygbullerberakningar. Helikoptrar saknas i ECAC. Helikoptrar som trafikerat flygplatsen
ersatts i berakningen av en generell propellerflygplansljudkalla som betecknas GASEPF.

INM 7.0 tillampar en internationell prestanda- och flygbullerdatabas kallad ANP4 som
godkants av ECAC. ANP-databasen innehaller f6r narvarande detaljerad information for
omkring 150 olika flygplanstyper.

Internationell standardatmosfar inklusive en standardtemperatur pa 15 ‘C samt 8 knops
motvind har anvants. Berédkningshojd for ljudnivaer ar 1,2 meter 6éver mark. Endast buller fran
operationer i luften och pa start och landningsbanan ingéar i berdkningarna. Buller fran taxning,
motorprovkdrning, APUS och liknande ingar inte.

Villkoret uppfylit.

7.1.10 Villkor 10

Av den glykol som rinner av flygplanet vid avisning ska s& mycket som mdéjligt samlas upp.
Tekniska och administrativa atgérder som krévs for detta ska vidtas. Swedavia ska arligen till
tillsynsmyndigheten rapportera den méngd glykol som har anvénts fér avisning, den méngd
som har samlats upp och hur den uppsamlade méngden har omhé&ndertagits.

For avisning av flygplan anvands monopropylenglykol och vatten. Tva olika typer av glykol
anvands, for olika vaderférhallanden. Avisning sker pa plattan framfor stationsbyggnaden.
Spill sugs upp nar flygplanet lamnat sin plats och lagras i en mindre damm infér transport till
Arlanda for atervinning. Aldre (&r 2020 och tidigare) glykolvatten med I&g glykolhalt har fram
till januari 2025 lagrats i en bassang om ca 700 m3. Atervunnen mangd kan éverstiga arets
uppsamlade mangd da aldre glykolvatten anvands for att fylla upp tankbilen och fa en saker
transport.

Ar 2025 2024 2023 2022 2021
Parameter
Antal avisningar (st) 83 121 204 114 68
Avisningsvatska typ | (m®) 9,6 16,2 23,4 13,7 10,1
Avisningsvatska typ Il (m?) 1,2 2,2 4.7 2,5 1,1
Uppsamlad mangd avisningsvatska (m®) berdknad* 10 17,0 26,1 15,1 10,5
Atervunnen mangd avisningsvétska (m?) 7,6 17,0 28,8 14,6 11,4

Tabell 3. Arsférbrukning, uppsamling och atervinning av glykol ar 2021 - 2025. Omriknat till 100% glykol.

*) Uppsamlad mangd glykol = (anvand glykol yp 149 2) o neql uppsugningar x 93%

antalet avisningar

Villkoret uppfyllt.

" Integrated Noise Model

2 Federal Aviation Administration

3 European Civil Aviation Conference
4 Aircraft Noise Performance

5 Auxilary Power Unit
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7.1.11 Villkor 11

Halkbekdmpning pa rullbanor, taxibanor och andra hardgjorda ytor ska ske mekaniskt. Urea
far anvdndas om det erfordras med hénsyn till flygsékerheten och nér den militéra
verksamheten krdver detta. Swedavia ska i den arliga miljérapporten redovisa typ och mdngd
av anvént halkbekdmpningsmedel.

For halkbekdmpning av bansystemet anvands i férsta hand mekanisk bearbetning. Urea
anvands vid besvarliga vaderleksforhallanden for att uppna tillracklig friktion och uppratthalla
flygsékerheten. Se aven 8.3.

Urea (NH2)2 CO som granulat innehaller ca 46 % kvave. Lésningen innehaller 35% urea, dvs
ca 16% kvave. Flygplatsen samlar in kvavehaltigt dagvatten, i enlighet med villkor 22.

Material \ Ar 2025 2024 2023 2022 2021
Sand (ton) 3,6 54 8,5 5,0 1,2
Stenflis (ton) 9,8 12,4 19,9 15,2 5,55
Urea granulat (ton) — 46% kvéve 17,8 18,0 14,5 7,3 14,3
Urea I6sning (m3) — 16% kvéve 13,6 22,4 1.1 11,9 22,3

Tabell 4. Forbrukning av halkbekdmpningsmedel 2021 - 2025.

Villkoret uppfylit.

7.1.12 Villkor 12

Swedavia ska inom tva ar, efter att tillstandet tagits i ansprak, tagit i bruk en ny spridare av
flytande urea enligt atagande i ansbkan eller alternativ teknik med minst motsvarande
minskad miljépaverkan.

En ny spridare for flytande urea togs i bruk innan 2019-01-01, infér vintern 2018 - 2019.

Vintersasongen 2023 — 2024 byttes spridare for flytande urea ut mot en kombispridare pa flak.
Flaket ar utrustat med tank for flytande urea och tva behallare for fasta material: urea-granulat
respektive sand.

Med hjalp av sensorer och kartstéd undviks "6verlappning”, dvs utlagg av urea minimeras och
sker aldrig pa samma yta tva ganger. Spridararmarnas bredd innebar att hela banans bredd
tas pa tva svep, ca 8 min, med avisningseffekt inom 20min. Det minskar behovet av att lagga
urea i férebyggande syfte. Aven anvandningen av ureagranulat optimeras, da utsprid mangd
justeras per gram (g/m?) i stéllet for i fasta nivasteg.

Villkoret uppfylit.

7.1.13 Villkor 13

Langsiktigt arbete tillsammans med Férsvarsmakten for att ersétta urea som
halkbekdmpningsmedel samt krav pa arlig rapportering i miljérapport.

Under 2025 har flygplatsen fortsatt strava efter minskad ureaanvandning och atervinning av
insamlat kvavehaltigt vatten, se villkor 11, 12, 22 och 23.

For narvarande ar det for vissa av Férsvarsmaktens flygfarkoster endast méjligt att anvanda
urea som halkbekdmpningsmedel.

Villkoret uppfyllt.
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7.1.14 Villkor 14

Hantering av avfall, farligt avfall och kemiska produkter ska ske sa att utslapp till mark, luft och
vatten férebyggs. Vid risk fér spill eller lackage ska hantering ske pa téat yta och pa sadant sétt
att spridning till mark och vatten férebyggs.

Lagrings- och uppstéllningsplatser fér hdlso- och miljéfarliga kemiska produkter och flytande
farligt avfall ska vara invallade och utformade pa ett sédant sétt att minst volymen av den
storsta behallaren samt 10 % av &vrig lagrad volym kan innehéllas inom invallningen. Spill ska
omgaende samlas upp och tas om hand.

Villkoret uppfylit.

7.1.15 Villkor 15

Cisterner eller motsvarande behallare for flygbrénsle och évriga drivmedel ska vara invallade
och férsedda med skyddsanordningar sé att utslapp till mark, luft och vatten férebyggs.
Invallningen ska vara tat och rymma minst volymen av den stérsta cisternen samt 10% av
ovrig lagrad volym.

Vid risk for spill eller lackage ska hantering, som pafyllning, ske pa tét yta sa att spridning fill
mark och vatten férebyggs. Spill ska omgéende samlas upp och tas omhand. (Se delegation)

Villkoret uppfylit.

7.1.16 Villkor 16

Sléackvatten fran sé kallade "smutsiga évningar” pa betongplattan ska samlas upp och
omhéndertas som farligt avfall eller pa annat sétt som tillsynsmyndigheten (Lénsstyrelsen)
godkénner.

Ovningar med slackskum har under 2025 genomférts pa fastlandet.

Villkoret uppfylit.

7.1.17 Villkor 17

Da brandbvningar sker pd mark bestadende av grus dér sldckvatten kan infiltrera ned i marken
far endast rent vatten anvédndas som sldckmedel.

Villkoret uppfylit.

7.1.18 Villkor 18

Ett kontrollprogram for flygverksamheten pé grdsbanorna ska tas fram i samrad med
tillsynsmyndigheten (Lénsstyrelsen) senast 3 manader efter att detta tillstdnd har vunnit laga
kraft. Kontroll ska ske férsta gangen aret efter att detta tillstand tagits i ansprak samt dérefter
aterkommande med intervall som faststélls i samrad med tillsynsmyndigheten (L&nsstyrelsen)
eller pa tillsynsmyndighetens begéran. Redovisningen av kontrollen ska ske till
tillsynsmyndigheten (Lénsstyrelsen).

Kontrollprogram fér grasbanan ingar i inlamnat Kontrollprogram for Visby Airport. Av
kontrollprogrammet och i AIP framgar att "Over de centrala delarna av Visby bor luftfartyg inte
framféras pa lagre héjd an 2000ft MSL, utom da sa ar nédvandigt i samband med start och
landning.”

Vid uppfdljning i enlighet med kontrollprogrammet bedémdes 173 rorelser fran grasbanan
passera over Visby tatort pa en hojd lagre an 2000ft (MSL). 144 av dessa rorelser bedémdes
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ske i samband med start eller landning. Motsvarande siffra for ar 2024 var 156 (varav 138 vid
start/landning), for 2023 var 256 (varav 254 vid start/landning), fér 2022 var 130 (varav 98 vid
start/landning) och fér 2021 var 155 (varav 110 vid start/landning).

Villkoret uppfyllt.

7.1.19 Villkor 19

Ett reviderat egenkontrollprogram ska senast inom 6 manader fran att tillstandet tagits i
ansprék lédmnas in till respektive tillsynsmyndighet (Lénsstyrelsen fér civil verksamhet,
Generalldkaren for militédr verksamhet).

Nu géllande kontrollprogram inskickat 2017-11-02, dnr 555-1069-17.
Férsvarsmakten har lamnat sitt kontrollprogram till generallékaren.

Villkoret uppfyllt.

7.1.20 Villkor 20

Swedavia och Férsvarsmakten ska ha rutiner for att sékerstélla att samtliga
verksamhetsutbvare som kan beréras av detta tillstand har kdnnedom om det och dess villkor.

Villkor kommuniceras i Airport Regulations som alla verksamhetsutovare ar skyldiga att folja.

Forsvarsmaktens chef for F17G har delegation fran Flygplatschef att faststalla driftrutiner
inom den militara delen av flygplatsen. Under évningar befinner sig manniskor pa flygplatsen
som normalt inte arbetar dar. Infér dessa dvningar upprattas sarskilda miljdannex for att
sakerstalla att kraven i milj6tillstandet uppfylls.

Villkoret uppfylit.

7.1.21 Villkor 21

Om verksamheten i sin helhet eller nagon del av denna upphor eller i 6vrigt &ndras pa sadant
sétt att markanvédndningen éndras ska detta senast sex manader fére nedldggning/dndringen
anmélas till berérd tillsynsmyndighet (Lénsstyrelsen och/eller Generallékaren). Kemiska
produkter och farligt avfall ska tas omhand pa sétt som respektive tillsynsmyndighet
bestdmmer. Swedavia och/eller Férsvarsmakten ska vidare i samrad med berérd
tillsynsmyndighet utreda om férorenade omraden, inklusive byggnader, finns inom
verksamhets- eller delomradet och i s&dana fall ocksa ansvara for att efterbehandling sker,
efter vederbérlig prévning enligt 10 kap. miljiébalken.

Anmalan om nedlaggning/andring kommer att meddelas tillsynsmyndigheten i det fall detta
skulle bli aktuellt.

Villkoret uppfylit.

7.1.22 Villkor 22

Vid halkbekdmpning med urea ska dagvatten fran rullbanor, taxibanor och 6vriga hardgjorda
ytor dér urea har anvénts samlas upp i tdta dammar. Uppsamlat ureahaltigt dagvatten ska
anvéndas fbr bevattning av bevuxna ytor.

Tillsynsmyndigheten (Lénsstyrelsen Gotland) far medge att dagvattnet far anvandas fér annat
dndamal, pa annan plats eller omhéndertas péa annat sétt. (Se delegation)
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Vintersasongen 2024/2025 pabdrjades insamling av ureahaltigt dagvatten i samband med
forsta anvandning av urea fér halkbekdmpning 21 november 2024. Sista utlagg av urea
gjordes i mars, men da vintern 2024/2025 var mild och relativt nederbérdsfattig fortsatte
uppsamling av dagvatten hela maj.

Rening av insamlat vatten startade 24 april och avslutades 15 oktober. Totalt har drygt 11 000
kubikmeter vatten renats enligt villkor 23 och anvants for bevattning pa Gotska Golfklubbens
golfbana.

Villkoret uppfylit.

7.1.23 Villkor 23
Uppsamlat dagvatten far vid bevattning som begrénsningsvérde inte innehalla hégre halter av
PFAS 11 é&n 45 ng/l.

Vattnet ska kontrolleras genom provtagning och analys innan utsldpp sker. Kontrollen ska
utformas i samrad med tillsynsmyndigheten (Lénsstyrelsen Gotland). Analyser ska utféras av
ackrediterat laboratorium enligt standardiserade analysmetoder. Provtagning och
analysresultat ska redovisas arligen till tillsynsmyndigheten.

Uppsamlat dagvatten har filtrerats genom granulerat aktivt kol. Inte vid nagot tillfalle har halten
varit hégre an 45 ng/l. Kommande sasongsrapport "Témning och rening av
dagvattendammarna B & C 2025” redovisas for lansstyrelsen.

Villkoret uppfylit.

8. Kommenterad sammanfattning (5 § 8)

En kommenterad sammanfattning av métningar, berékningar eller andra unders6kningar som
utférts under aret for att bedéma verksamhetens paverkan pa miljén och ménniskors hélsa,
sdsom utslépp, energi och ravaruférbrukning, produktion av avfall samt transporter till och fran
anléggningen.

8.1 Flygvagar och buller

Bade civil och militar flygverksamhet pa Visby Airport paverkar manniskors halsa genom att
narboende utsatts for buller. Swedavia och Forsvarsmakten féljer arligen upp villkor kopplade
till flygvagar och buller, vilket redovisas under avsnitt 7.1.3 till 7.1.9 i denna miljérapport.

Under 2025 har de civila flygrérelserna minskat med ca 4%.

Ett antal éverflygningar har intraffat under 2025, enstaka fall kan ha utgjort bullerstérning,
dock har ingen stérningsanmalan inkommit till flygplatsen.

8.2 Utslapp till luft och klimatpaverkan
Utslapp till luft fran Visby Airport sker framst fran foérbranning av bransle i flygplan och fordon.

Svenska flygbranschen har som malsattning att allt inrikesflyg ska vara fossilfritt ar 2030.
Under ar 2023 utgjordes flygplansbransilet till stérsta delen av fossilt bransle vilket ger upphov
till utslapp av fossilt CO2 (koldioxid) som paverkar det globala klimatet. P& Swedavia har
inblandning av fornybart flygbransle pabdérjats, se 8.2.4.
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Utslapp till luft fran Visby Airports alla verksamheter understiger 0,5% av Gotlands lans totala
utslapp av luftféroreningar, se tabell 6.

8.2.1 Utslapp till luft fran flygplan vid start och landning

Utslapp fran flygplan beraknas enligt LTO-cykeln (Landing and Take-Off), dvs. de rorelser
flygplanen goér pa en héjd av ca 900 meter (3 000 fot) och lagre samt deras markrorelser vid
start och landning (taxningsrorelser).

Swedavia anvander emissionsberakningsmodellen EDMS fér berakning av LTO-utslapp.

Ar| 2025 2024 2023 2022 2021
Parameter
Antal LTO (st.) 4 954 5055 5078 4 998 6 338
COz2 (ton) 1400 1798 1996 1968 1584
CO (ton) 16,0 14,7 15,8 15,6 33,5
NOx (ton) 5,0 5,7 5,9 6,6 55
SOx (ton) 0,5 0,7 0,7 0,8 0,6

Tabell 5. LTO-cykeln for Visby Airport ar 2021 — ar 2025.

Underlag fér berakning utgdrs av taxningstider som registreras manuellt i driftsystemet
Chroma, enligt flygbolagens olika 6nskemal. | Chroma varierar medeltaxningstiden for olika
ar, beroende pa vilka flygbolag som trafikerar flygplatsen.

8.2.2 Utslapp till luft fran egen verksamhet

Driften av Visby Airport ger upphov till utslapp i luften framst av koldioxid (COz2), kolvaten (HC)
och kvaveoxider (NOx). Utslapp kommer framst fran fordon, reservkraft och brandévningar.

Ar 2018 nadde Visby Airport sitt mal att bli fossilfri i den egna verksamheten och &r sedan
dess certifierad av ACA (Airport Carbon Accreditation). Ar 2025 uppnaddes niva 5, se 11.1.

Tabell 6 visar utslapp beradknade enligt "model version 06” fran Golder Associates ar 2006. Ar
2023 har modellen uppdaterats med nya emissionsfaktorer fran ar 2021, se HBEFAS.

Fossil Fossil
Emissioner | Forbrukad CO2* CO2ekv*
Bransle Mangd HC (kg) | NOx (kg) | SOz (kg)
HVO 100 till fordon 37,6 m3 7,02 290 0,1 Oton| 1,127 ton
ECO Par Bio 100 till reservkraft 0,32 m3 0,75 14,1 0,0 0 ton 0,01 ton
HVO 100 till brandévning 0,14 m3 0,87 0,2 0,0 0 ton 0,00 ton
Gron Gasol Biomix 100 (branddvning) 0,015 m3 0,015 0,03 0,0 0 ton 0,00 ton

Tabell 6. Utslapp till luft fran forbrukade branslen i Visby Airports egen verksamhet ar 2025. *) Avser TtW
(Tank to Wheel). HVO100 och ECO Par Bio100 tillverkas av fossilfria rdvaror, men innehaller fossila tillsatser, <0,2%.

8.2.3 Omstéllning till fossilfritt for flygbolagen

Swedavias och flygbranschens gemensamma malsattning ar att inrikesflyget inte ska
generera nagra fossila koldioxidutslapp fran ar 2030. Som matetal anvands inblandning av

6 The Handbook Emission Factors for Road Transport (HBEFA) www.hbefa.net
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fossilfritt flygbransle. Swedavia har andrat metod fér att samla in data om férnybart
flygbransle. Mellan &r 2020 till 2022 samlades data in direkt fran flygbranschens aktérer. Fran
ar 2023 anvander Swedavia Statistiska Centralbyran (SCB) fér uppgifter om levererade
branslevolymer till samtliga flygplatser i Sverige.

Ar Mal (andel fornybart flygbransle) | Utfall

2020 0,1% 0,15 %

2021 0,2 % 0,44 %

2022 0,5* % 0,46 %

2023 1* % 1,8 %

2024 3% 3,8 % - uppdaterat varde

2025 5% - Publiceras i Energimyndighetens
drivmedelsrapport maj/juni 2026.

Tabell 8. Inblandning av fornybart flygbréansle, SAF (Sustainable Aviation Fuel) for inrikesflyget.
*) Justerad malbild ar 2022 och 2023 p g a pandemi. Samma langsiktiga malbild till 2025.

Pa Visby Airport séljer Shell Aviation flygdiesel, Jet A1, till flygbolagen. Fran ar 2024 saljer
Swedavia flygbensin UL 91, till mindre flygfarkoster. | tabell 9 redovisas de mangder som
hanterats ar 2021 — ar 2025.

Ar| 2025| 2024 2023 2022 2021
Flygbrénsle
Flygfotogen Jet-A1 (m?3) 536 471 500 617 385
Flygbensin Avgas 100-LL (m?3) 0 1 37 17 35
Flygbensin UL 91 (m?3) blyfri 21 15 0 0 0

Tabell 9. Hantering av flygbrénslen pa Visby Airport (exkl. militdra och andra aktorer).

8.3 Utslapp till mark och vatten

Verksamheterna vid Visby Airport genererar utslapp till mark och vatten. Framst kommer
utslapp fran halkbekampning av bana, taxibanor och uppstallningsytor samt fran avisning av
flygplan. Det finns ocksé en historisk miljoskuld bestadende av PAH i asfalt och PFAS.

Till avisning av flygplan anvands monopropylenglykol, som ar syreférbrukande vid
nedbrytning. Glykol sugs upp och samlas i separat damm infor atervinning. Se avsnitt 7.1.10.

Vid halkbekdampning anvénds UREA, som innehaller kvave vilket kan orsaka 6évergddning.
Dagvatten innehdllande kvave anvands for bevattning, se avsnitt 7.1.11-7.1.13.

Historisk miljéskuld. PFAS (hdgfluorerade @mnen) slutade anvandas i flygplatsens
brandslackningsskum ar 2008. PAH finns i tjarasfalt som anvandes fram till borjan av 70-talet.

8.4 Forbrukning av ravaror och energi
Kontroll av el- och vattenforbrukning pa Visby Airport gors via matare, se tabell 10.
Elférbrukning totalt omfattar saval egenanvand som vidaresald el (till hyresgaster).

Ar| 2025 | 2024 2023 2022 2021

Forbrukning
Elférbrukning totalt (MWh) 2303 | 2217 2 586 1688 1795
- varav egen férbrukning (MWh) | 1714 | 1142 1301 1371 1294
Vattenférbrukning (m? 3238 | 3070 2707 2 301 1416

Tabell 10. El- och vattenforbrukning pa Visby Airport.
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Okad vattenférbrukning de senaste &ren kan bero pa att brandbilarna tidigare fylit vatten vid
kommunala raddningstjansten. Succesivt nyttjas egen brandpost allt mer.

Okad elférbrukning, se 11.2.

8.5 Avfallsmangder

8.5.1 Farligt avfall
Ar| 2025 2024 2023 2022 2021

Avfallsslag (kg)
FA - Elektronik, batterier, ljuskallor 811 568 617 1567 629
FA - Farg- och kemikalierester 127 201 134 416 471
FA - Oljehaltigt avfall och slam 8430, 12000 10380 | 12520 10 500

Tabell 11. Mangder farligt avfall, mottaget av Ragn-Sells.

8.5.2 Férpackningar och tidningar till materialatervinning

Ar | 2025 2024 2023 2022 2021

Material (ton)
Pappersférpackningar och wellpapp* 4,2 4,2 3,3 4,2 21
Plastférpackningar* 1,3 29 1,6 1,6 1,3
Tidningar & kontorspapper* 0,3 0,3 1,0 0,9 1,0
Metallférpackningar* 0,02 0,02 0,02 0 0
Glasférpackningar fargade* 0,4 0,9 0,5 0,8 0,4
Glasférpackningar ofargade* 0,4 0,8 0,5 0,4 0,4

Tabell 12. Férpackningar och tidningar. *) Baseras pa schablonvikter fran Ragn-Sells.

8.5.3 Ovrigt avfall till material- eller energiatervinning

Ar | 2025 | 2024 2023 | 2022 | 2021

Material (ton)
Sorterat traavfall 2,5 5,4 4.2 5,8 2,8
Textilier till Visby AVC 0,05 0 0 0 0
Blandat brannbart verksamhetsavfall ! 6,9 6,9 6,6 5,9 57
Kommunalt avfall — brannbart till Cementa ! 8,4 6,6 | 10,0 | 104 8,1
Kommunalt avfall — matavfall till biogas & biogddsel 1,9 2,4 2,3 2,2 1,5
Avloppsslam fran spolning/rensning vid stopp 3,5 0 0 0 0
Foérbrukad kolffiltermassa fran PFAS-rening (ton) 2 20,4 18,0 | 30,0 | 12,0 | 14,0

Tabell 13. Ovrigt avfall omhindertaget av Region Gotland och Ragn-Sells.
" Eftersorteras av Ragn-Sells. Av resterande brannbart avfall produceras en branslemix till Cementa.

2 Torrsubstans < 50%
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8.54 Ovrigt avfall till atervinning eller aterbruk

Ar | 2025 | 2024 | 2023 2022 | 2021
Material (ton)
Fyllnadsmassor/asfaltkross 1476 108 30 14 045 232
Metallskrot & blandkabel & brandslackare 8,7 20,5 8,5 10,5 10,6
Ovrig plast & IBC 0 2,6 0 1,1 1,5
Kontorsmdbler & hittegods 0,8 0,1 0,4 0,5 0,2
Byggmaterial & utrustning 0 0,1 0,8 5,0 -
Livsmedel & hygienartiklar mm fran SAK 0,3

Tabell 14. Ovrigt avfall till atervinning och aterbruk. *) Se 13.1.

8.5.5 Ovrigt till deponi eller behandling
Ar | 2025
Material (ton)
Processvatten fran bantvatt (klarfasen) till Ragn-Sells 140,4
Sediment fran bantvatt (bottensatsen) till Ragn-Sells 32,6
Foérorenade massor fran bantvatt (torr-fraktion) till Ragn-Sells 6,1
Byggavfall; isolering och gips till Visby AVC 0,044

Tabell 15. Massor till avfallsdeponi eller -behandlingsanlaggning.

9. Atgarder for drift och kontrollfunktioner (5 § 9)

Redovisning av de betydande atgdrder som vidtagits under aret for att sékra drift och
kontrollfunktioner samt for att férbéttra skétsel och underhall av tekniska installationer.

9.1 Grundvattenévervakning och styrning

Nivagivare installerade ar 2023 har mojliggjort kontinuerlig matning av grundvattennivaer som
orsakar intrdngning av vatten i kallaren. Under aret godkande radioradet digital utrustning som
mojliggor avlasning i realtid. Nu utférs provtagning vid hoga grundvattennivaer som en del i
utredningen avseende hur intrAngande vatten ska hanteras framover.

9.2 Underhall dammar

| samband med den oavsiktliga tdmningen av katastrofdammen, se avsnitt 10, har tatskiktet i
dammen inspekterats, inga brister kunde identifieras. Dammes syfte ar att samla upp stérre
spill eller slackvatten i handelse av utslapp eller stor slackinsats pa flygplatsen.

Flygplatsens glykoldamm témdes helt vid ett planerat underhall och inspekterades i maj
manad. Inga brister kunde identifieras pa tatskiktet i dammen. Under 2024-2025 byggdes en
fast rorinstallation for att underlatta témning av glykolvatten fran dammen till tankbilen som kor
glykolvattnet till Arlanda for atervinning.
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10. Atgarder vid driftstérningar/hdndelser (5 § 10)

Héndelser som medfért eller kunnat medféra oldgenhet for miljén eller ménniskors hélsa.

20 handelser avseende miljo och energi har rapporterats under aret. 3 av handelserna avser
sloserier av vatten eller energi. 9 handelser beskriver utslapp/spill eller risk for utslapp/spill av
olja eller bransle. Ingen handelse bedéms ha skadat manniska eller miljé.

2025-01-03 Oppen brandpost. Vid fylining av brandbil var ventil 5ppen pa samma ledning.
Utslapp av vatten med hogt tryck mindre an en kvart. Berérda medarbetare pamindes om att
bade nyckel och mekaniskt vred maste stingas.

2025-01-05 Tillbud i hangar. Tva flygplan rullade in i varandra. Inget spill/lackage uppstod.
2025-01-15 Skrap pa landside, har lamnats utanfor avfallsbehallare. Skrapet upplockat.

2025-01-20 Tomd damm. Pump P4 har startats oavsiktligt. Glykolhaltigt vatten i
katastrofdammen (damm A) flyttades darmed till 6stra dagvattendammen. Vattnet har renats i
enlighet med flygplatsens villkor. Okad férbrukning av aktivt kol da glykol satte igen filtret.

2025-01-29 Fossil gasol inkopt. Av misstag kdptes gasol fran leverantér, som tidigare
erbjudit fossilfri gasol. Ink&p borde gjorts av Swedavias upphandlade leverantér. Swedavia
kompenserar/reducerar for alla fossila utslapp, da verksamheten ar ACA-certifierad.

2025-01-31 Truck stod pa hela natten, med varmen i gang. Energisloseri. Rutiner finns.
Berorda medarbetare paminda om att f6lja rutin.

2025-03-06 Sanering branslelackage. | samband med tankning av ett mindre flygplan pa
plats 9 lackte det bransle fran draneringsventilerna. Spillet omhandertaget enligt rutin.

2025-03-20 Nedskrapning landside. Kartonger lamnade utanfér ankomsthall. Avfallet
sorterat av medarbetare.

2025-03-28 Litet Branslespill i samband med tankning pa plats 5. Spillet omhandertaget
enligt rutin.

2025-04-03 Stopp i avlopp. Ragn-Sells kom och spolade rent.

2025-04-26 Fel vid prov av varning-/haverilarm. Vid test fungerade inte varningslamporna.
Atgardat.

2025-05-10 Oljeutsldapp. ATR pa plattan lackte ca 1 L olja frin motor. Sanerades enligt rutin.

2025-05-16 Vatten i toahus. Vattenslang ej avstangd. Kan ha varit paslagen 1 dygn.
Resurssldseri, som uppmarksammats berérda medarbetare.

2025-05-21 Oljeutslapp pa TWY M fran bandvagn. Nagra droppar olja lackte i samband med
lastning av bandvagn pa militart flyg. Spillet sanerat enligt rutin.

2025-06-26 Flygbranslespill pa F17G i samband med tankning av utlandskt flyg. 30-40 liter
rann ut pa betongplatta. Inget spill nAdde mark eller vatten. Se bilaga.

2025-07-06 Formodat bransleldackage fran plan pa Apron B. Spar av flygplansbransle
anades dar mindre flygplan varit parkerat. Inget bransle kvar att sanera, har dunstat.
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2025-09-21 Sanering oljeldckage militéart fordon. Fordon bérjade lacka pa TWY M, flyttades
till betongplatta. Lackage sanerat enligt rutin fran TWY M, langs TWY A och pa plattan.

2025-11-02 Blockerad nédutgang i samband med tillfalligt arbete. Atgardat.

2025-11-13 Olja i C-huset. Forslutna originalburkar med olja till flygplansunderhall stod i
kontorslokal. Mekaniker har anvisats plats att forvara kemiska produkter och avfall.

2025-11-25 Branslespill K50. Vid lossning av reservkraftsbransle (EcoPar Bio) kopplade
chaufforen till fel 6verfylinadsskydd. Bransle lackte ut pa asfalten. Spillet sanerat enligt rutin.

11. Atgarder for att minska férbrukning (5 § 11)

Atgérder som vidtagits for att effektivisera eller minska energianvéndningen samt konvertering
till férnybar energi samt minska férbrukningen av ravaror.

11.1 ACAnivas
Under aret uppnadde Swedavia Visby

Airport niva 5, den hogsta internationella Level 5
certifieringen, ACA 5, inom ramverket for ..
flygplatsers klimatomstallningsarbete, ‘ot}"i .."..
Airport Carbon Accreditation (ACA). e '.' 1

A e
Swedavias mal om fossilfria transporter "4 o .,i_'. airport
till/fran Visby Airport ar 2030 dialogades X L gﬂgPEO'C“tEd

LEVELS

med hyrbilar och taxi under aret.

Terminaltramparna deltog i Cykelvanligast.

11.2 Energianvéndning

Swedavia Visby Airports energieffektiviseringsmal innebar att atgarder som minskar
arsférbrukningen med 2% (29 MWh) skulle genomféras under ar 2025. Atgarder med en
berdknad minskad férbrukning motsvarande 2,8% (40 MWh) har genomforts, varav:

e Byte till nya avisarfordon och avstangd buffertank. Beraknad besparing 9 MWh.
o Byte LED-belysning. Berdknad besparing 11 MWh.
e Renovering varmepump V6. Beradknad besparing 20 MWh.

Det langsiktiga energimalet pa Visby Airport innebar att energianvandningen inklusive
verksamhetsenergi per kvadratmeter uppvarmd yta ska minska med tva procent jamfort med
genomshnittet fér de senaste fyra aren. Ar 2025 var malet att energianvandningen skulle
understiga 199 kWh/m2. Uppmatt energianvandning uppgick till 202 kWh/m?,

Aven om det l&ngsiktiga energimalet missades, s& bedéms renoveringen av varmepumpen
kunna minska elférbrukningen sa att méalet nas kommande &r. Under 2025 har den lokala
energigruppen genomfort 4 avstamningar.

11.3  Regional vattensamverkan

Fysiska och digitala ytor har upplatits for Region Gotlands information och smarta tips till
besokare gallande vattentillgangen pa 6n. Ny vattenautomat kyler dricksvattnet och minskar
forbrukning.
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Visby Airport deltar aktivt i aterkommande regionala samverkanskonferenser om
vattensituationen pa Gotland. Ett antal atgarder har vidtagits for att minska
vattenférbrukningen pa tidpunkter da efterfrdgan pa dricksvatten ar stor. Exempelvis
anpassas brandslackningsévningar och fylining/rengéring av vattenvagn.

11.4  Kulturmiljovard

Under varvintern upprustades grunden till lambgiftet och till sommaren betades antligen
fornlamningsomradet framfor terminalbyggnaden igen, vilket bidrar till att halla marken 6ppen
och tillgénglig och minskar behovet att med arbetsverktyg réja bort sly och slan.

11.5 Laddinfrastruktur

Laddinfrastruktur pa parkeringsytor pa landsidan, for kunder med avtalad p-plats, har
utvecklats. 20 nya laddstolpar har tagits i drift under aret.

11.6  Elflyget som motor for starkt regional tillvaxt, tillganglighet och hallbarhet
3-arigt projekt finansierat av Trafikverket som syftar till att skapa nya affarsmodeller for elflyg.
Genom att koppla samman kommersiella och offentliga intressen vill projektet mojliggéra
fossilfria flygresor, sarskilt i omraden med begransad transportinfrastruktur. Deltar gor
Science Park Gotland, Region Gotland, Svenska Spel, Swedavia, Uppsala universitet,
Sveriges regionala flygplatser och det gotlandska Natverket for elflyg.

Inom projektet arrangerades en workshop pa Visby Airport den 10 september om uppbyggnad
av marknad for elflyg och hur elflyget kan integreras i transportsystem pa och till/fran 6n.

11.7  Flight Plan ’25 — The Nordic Green Aviation Summit

Internationell konferens om hallbart regionalt flyg genomfoérdes fér andra aret i rad. 12-13
november samlades ett 50-tal deltagare i Visby. Ett samarrangemang mellan Science Park
Gotland, Transportféretagen, Svenska Spel, Region Gotland och Swedavia Visby Airport.

Flight Plan ‘25

— The Nordic Green
Aviation Summit

Visby, Gotland, Sweden
4 - 5 November 2025

@ e LI C Hali e

12. Ersattning av kemiska produkter mm (5 § 12)

Kemiska produkter och biotekniska organismer som kan befaras medféra risker for miljén eller
maénniskors hélsa och som under aret ersatts med séddana som kan antas vara mindre farliga.
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Saval Swedavia som Fdrsvarsmakten arbetar for att fasa ut kemiska produkter. Swedavia
fokuserar sedan nagra ar tillbaka pa produkter som innehaller amnen pa EU:s férteckning
over sarskilt farliga amnen, kandidatférteckningen.

Under 2025 utdkades kandidatférteckningen med atta amnen, men dessa amnen aterfinns
inte i produkter som Swedavia Visby Airport anvander.

F17 milj6 gjorde en dversyn som resulterade i att ca 20% av kemikalierna i den militéra
verksamheten pa F17G fasades ut av olika anledningar.

13. Forebygga avfall (5 § 13)

Redovisning av de betydande atgérder som genomférts under aret i syfte att minska volymen
avfall fran verksamheten och avfallets milj6farlighet.

13.1  Avfall till aterbruk och atervinning

1 476 ton rena (<KM) schaktmassor fran breddning av TWY M, som sparats for
ateranvandning bortskaffades i slutet av aret, da de blockerade kommande projekt pa Helge
Norr. Mottogs av Gotlands Akericentral AB under december 2025 till januari 2026.

Visby Airport fortsatter sitt samarbete med Rdda Korset, dar kvargldémda klader, elektronik
och annat bagage lamnas for Aterbruk efter en viss karenstid. | sdkerhetskontrollen kan
resenarer valja att skanka artiklar som fastnar i kontrollen. Under ar 2025 lamnades nara 200
kg livsmedel, 70 kg hygienartiklar och 30 kg 6vrigt till R6da Korsets verksamhet.

Storre enheter, sdsom traktorer och friktionsvagnar, ags av Swedavia Fordon. Dessa enheter
saljs pa auktion eller aterlamnas till leverantér och ingar inte i statistiken under punkt 8.5.4.
Under ar 2025 har tva avisningsfordon salts.

14. Atgarder for att minska miljérisker (5 § 14)

Redovisning av de betydande atgérder som genomférts under aret med syfte att minska
sédana risker som kan ge upphov till oldgenheter for miljén eller ménniskors hélsa.

141  Historisk miljoskuld PFAS

Historiskt har per- och polyfluorerade alkylsubstanser, PFAS, funnits i brandslackningsskum
som anvants vid brandévningar pé flygplatsen. Ar 2008 slutade davarande LFV anvéanda
slackskum innehallande PFAS. Utredningar kring forekomst och spridning av PFAS
genomfors enligt den handlingsplan som faststalldes 2017. Ett flertal markomraden ar
fororenade med PFAS, som huvudsakligen sprids via grundvattnet ut mot kusten.

PFAS har fororenat enskilda dricksvattenbrunnar i flygplatsens naromrade. Fler an 100
brunnar har provtagits, varav drygt 30 brunnar tidigare identifierats med férhojda halter.
Flertalet har anslutits till det kommunala dricksvattennatet i samarbete med Region Gotland.
For de sista fastigheterna avslutades under 2025 en domstolsprocess. Dessa fastigheter
ingar nu i planerade arbeten, som ocksa omfattar ytterligare ca 20 fastigheter med behov av
atgarder till foljd av nytt gransvarde for PFAS4 i dricksvatten.
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Den foérdjupade riskbeddémningen (ar 2022) I1ag till grund for en foérsta atgardsutredning (Fas 1,
ar 2023) som visade att kompletterande atgardsforberedande undersékningar behdvdes. En
geofysisk utredning undersotkte ar 2023-2024 sprick- och karstsystem/halrum som potentiella
spridningsvagar och kallzoner fér PFAS.

Under ar 2025 fortsatte de atgardsforberedande undersdkningarna med borrhalsfilmning,
jordprovtagning i berggrundens halrum och laboratorieférs6k med saval biopolymer som
skumfraktionering. 6 februari redovisade Forsvarsmaktens Miljoprévningssektion och
Swedavia Visby Airport framdriften i PFAS-arbetet pa Visby flygplats for berorda myndigheter.

Ett fullskaligt pilotfors6k med jordtvatt och skumfraktionering genomférdes i slutet av aret i
samarbete med Greensoil. En revidering av Atgéardsutredning (Fas 2) och Riskbedémning har
paborjats med anledning av nya grans- och riktvarden for lantbruksdjur, PFAS i jord och for
grundvatten.

PFAS ingar som analysparameter i flygplatsens kontrollprogram och finns med som
betydande miljdéaspekt i alla markprojekt samt vid samverkan med berérda.

Sedan ar 2017 renas det dagvatten som samlas in fran airside vintertid. Dagvattnet anvands
for bevattning pa den narbelagna golfbanan, i enlighet med flygplatsens miljévillkor, se punkt
7.1.22-23. Under forsta kvartalet 2024 togs en ny reningsanlaggning i drift, da den aldre
uppnatt sin tekniska livslangd. Under ar 2025 har anlaggningen fortsatt leverera renat vatten i
enlighet med stallda krav.

14.2 Remisshantering

Swedavia Visby Airport utgor remissinstans for arenden som beror Visby flygplats, sasom
bygglov eller planférslag inom mark- och influensomradet for riksintresset. Under 2025 har ett
30-tal arenden hanterats. Att handlagga arenden och formulera yttranden kan férebygga
olagenheter for enskilda fastighetsagare eller verksamhetsutévare och bidrar till kunskap kring
flygplatsens riksintresse och hur flygplatsen kan samverka med byggnader, vindkrafts- och
solenergianlaggningar i naromradet.

14.3  Minskade utslapp till luft

Under 2025 har ett arbetsfordon (340) med férbranningsmotor (HVO) ersatts av fordon med
elmotor, vilket innebar minskade utslapp av koloxid, kolvaten, kvaveoxider och partiklar.

14.4 Samverkansovning pa Visby flygplats

6 november arrangerade Swedavia en krisberedskapsovning pa Visby flygplats. Syftet var att
prova plan fér raddningsinsats samt psykologiskt och socialt stdéd och identifiera eventuella
brister eller sarskilt utsatta moment. Ovningen prévade ocksa samverkansférmaga mellan
deltagande organisationer;: SAS, Region Gotland, Samariten Ambulans, Polismyndigheten,
LFV, Férsvarsmakten, SOS Alarm och JRCC (Sj6- och flygraddningscentralen, Sjéfartsverket)
med flera.

14.5 Utbildning

Visby Airports chefer, ledare och medarbetare har under aret bidragit till att 99% av alla
anstallda hade tagit del av Swedavias miljéutbildning vid arets slut. Arbete pa flygplats ar
utbildningsintensivt och manga ar visstidsanstallda.

Flygplatsen har under aret utdkat antalet skyddsombud och har nu tre medarbetare med
viktiga kompetenser for saval arbetsgivare som arbetstagare.
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Sandlista
Ert tjanstestélle, handlaggare Ert datum Er beteckning

Lisa Larsson, miljochef

lisa.larsson@swedavia.se

Vart tjanstestélle, handlaggare Vart féoregdende datum Var féregéende beteckning
Edyta Arasimowicz

f17-miljo@mil.se

Information till miljoérapport 2025 for Forsvarsmaktens
verksamhet vid Visby Airport

Nedan redovisas information gallande Forsvarsmaktens verksamhet pa Vishy
Airport under 2025.

Tillstandsgiven och faktisk produktion

Tillstandet omfattar 5 750 militara flygrorelser. Under 2025 har 983 militara
flygrorelser genomforts.

Awvikelser
Under 2025 intraffade en avvikelse beskriven i korthet enligt nedan:

2025-06-26 Vid klargoring/tankning av ett utlandskt flyg stannade inte den ena
transferpumpen i vénster vinge trots avstangning varvid brénsle dverfyllde hoger
vinge. FF75 rann ut ur vingen ner pa betongplattan. Var personal var pa plats ca
50 m ifran flygplanet och uppmarksammade snabbt piloten som stangde av strém
till tankning. Uppskattad méngd som rann ut ar ca 30 - 40 liter flygfotogen.
Avstand till oljeavskiljare var 10 meter, men absol och gummitéatning hann snabbt
laggas pa innan fotogen hann ner i brunnen. Lackaget stoppades med 20 cm
tillgodo.

En atgard infor framtiden &r att ha gummitattingar i narheten av brunnar som har
forbindelse med dagvattennat. Miljoslap bor definitivt finnas pa var plats (pa
stand by) dar liknande l&ckage kan intraffa igen.

(MWI)

Postadress Besodksadress Telefon Telefax E-post, Internet

Blekinge flygflottilj Varperydsvagen 010-827 10 00 010-827 14 20 exp-f1.7@mil.se

Box 502 www.forsvarsmakten.se/f17

372 25 Ronneby
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Gallande villkor i tillstand

1.

10.
13.

14.

15.
19.
20.

21.

Forsvarsmakten beddmer att verksamheten bedrivs i huvudsak i enlighet
med vad som anges i tillstandsansokan. Villkoret bedoms darmed vara

uppfylit.
Reversering har inte skett mellan 22.00 och 06.00 under 2025.

Forsvarsmakten har fatt uppgifter av Luftfartsverket for uppfoljning av
villkoret. Inga landande flygfarkoster har flugit under 3000 meter i det
omrade som ska undvikas.

Under 2025 gjordes totalt 983 militara flygrorelser. Enligt den utredning
som genomforts har ingen bostad utsatts for sadana ljudnivaer som anges i
tillstandet. Utredningen bygger pa antagandet att férdelningen av
flygvagar ar jamforbar mellan aren.

Vid analys av trafikutfallet 2025 konstateras att ingen byggnad omfattas
av bullerskyddsatgarder. Teoretiska berakningar av flygbuller har
genomforts for aren 2015-2019.

Om militara flygfarkoster behover avisas sa bestélls tjansten av Swedavia.

FOr narvarande ar det for vissa av Forsvarsmaktens flygfarkoster endast
mojligt att anvénda urea som halkbekdmpningsmedel.

Forsvarsmakten arbetar kontinuerligt med att uppfylla kraven i villkoret.
Villkoret beddms uppfyllas.

Villkoret bedéms uppfyllas.
Villkoret uppfylls.

Under 6vningar befinner sig manniskor som pa flygplatsen som normalt
inte arbetar dar. Infér Ovningar upprattas sarskilda miljéannex for att
sakerstalla att kraven i miljotillstandet uppfylls.

Ej aktuellt.

Det har bedrivits forbattringsarbete under aret dar det stora arbetet har varit en
oversyn av kemikalier som anvands i verksamheten dar ca 20 % har tagits bort
som ej nyttjas langre.

Sida 2 (3)
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Detta underlag har faststillts av flottiljchef Andreas Davidsson. Arendet har
handlagts och foredragits av miljésamordnare Edyta Arasimowicz.

Davidsson, Andreas
Flottiljchef

Handlingen &r faststalld i Forsvarsmaktens elektroniska dokument- och arendehanteringssystem.

Sandlista
Swedavia (avsett for Lisa Larsson)

For kinnedom

HKV FIHM

HKV FST STOD INFRA
FS
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ARSRAPPORT FOR KYL-/'VARMEPUMPSUTRUSTNING (AGGREGAT/ANLAGGNING)
MED F-GASER SOM KOLDMEDIUM ENLIGT SFS 2016:1128, §15

AVSER AR 2025 A
SIDA1AV1

ANLAGGNING:
Visby Annelund 1:79, Visby

OPERATOR:
Swedavia

Visby Airport
621 41 Visby

Org.nummer: 556797-0818

KONTAKTUPPGIFTER:

Sonny Hederstedt
Mob:
Tel:

E-post: sonny.hederstedt@swedavia.se

AVVIKANDE FAKTURAADRESS:

ANLAGGNINGSUPPGIFTER:

Visby Flygplats/Luftfartsverket

621 41 Visby

Fastighetsbeteckning:
Visby Annelund 1:79
Fartygsuppgifter/Signalflagga:

KOLDMEDIEHANTERING - SAMMANSTALLNING AV | ANLAGGNINGEN INGAENDE AGGREGAT

NS Kod Kt‘)l_d- Fyllnadsméngd Gas- Hantering- K()'Iqudium totalt under aret,
medium larm anges i ton CO2e
e . ton Pafyllt Pafyllt Péfyll_t_ Omhandertaget
CO2e Nytt Regenererat | Ateranvant Atervunnet
KA13 L R410A 2,8 5,85
LA1-KM1 L R410A 3,65 7,62
LA3-KM1 L R410A 4 8,35
LAG-KAG L R410A 3,45 7,20
VKA1 \% R410A 10,2 21,30
VP1-Byggnad 22 v | RrRao7cC 34 6,03
VP2-Byggnad 22 vV | R410A 4 8,35
VP3-Byggnad 22 \% R410A 4 8,35
VP6 \% R407C 26,5 47,01 47,01 47,01
TOTALT: 62 120,07 47,01 0 0 47,01
UNDERSKRIFT AV OPERATOR (inklusive bilagor)
Signatur: Datum:
Namnfortydligande: Ort:
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ARSRAPPORT FOR KYL-/'VARMEPUMPSUTRUSTNING (AGGREGAT/ANLAGGNING)

MED F-GASER SOM KOLDMEDIUM ENLIGT SFS 2016:1128, §15

AVSER AR 2025

SIDA1AV1

B

GALLER ANLAGGNING:

Visby Annelund 1:79, Visby

KONTROLL AV LACKAGE

Utrustningen ar lackagekontrollerad och uppfyller géllande krav, registerféring och téthet.

Lackagekontroll har utforts pa féljande aggregat av nedan angivna personer.

Varje aggregat identifieras med nummer, kodbokstav, typ av kdldmedium och fyllnadsméngd.
Dessa uppgifter ska folja med aggregatet vid kommande rapporter.

Nummer Kod m}gcjili(ljjh”l Fyllnadsméangd i?r: Typ av kontroll Datum Person
Typ kg Ctg)ge
KA13 L R410A 2,8 5,85 Periodisk 2025-12-19 14699
LA1-KM1 L R410A 3,65 7,62 Periodisk 2025-12-19 14699
LA3-KM1 L R410A 4 8,35 Periodisk 2025-12-19 14699
LA6-KA6 L R410A 3,45 7,20 Periodisk 2025-12-19 14699
VKA1 \ R410A 10,2 21,30 Periodisk 2025-12-19 14699
VP1-Byggnad 22 \% R407C 3,4 6,03 Periodisk 2025-12-19 14699
VP2-Byggnad 22 \% R410A 4 8,35 Periodisk 2025-12-19 14699
VP3-Byggnad 22 \% R410A 4 8,35 Periodisk 2025-12-19 14699
VP6 \% R407C 26,5 47,01 Uppféljande 2025-11-04 14699
VP6 \% R407C 26,5 47,01 Uppfdljande 2025-11-13 14699
VP6 \ R407C 26,5 47,01 Periodisk 2025-12-19 14699

NOTERINGAR, forandringar jamfort med foregdende ar, t.ex. namnbyte:
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ARSRAPPORT FOR KYL-/VARMEPUMPSUTRUSTNING (AGGREGAT/ANLAGGNING) AVSER AR 2025 C
MED F-GASER SOM KOLDMEDIUM ENLIGT SFS 2016:1128, §15

SIDA1AV 1
GALLER ANLAGGNING:
Visby Annelund 1:79, Visby

CERTIFIKATSFORTECKNING

Foretags- och personcertifikat, for de som utfért kontroll enligt tidigare bilaga, ska finnas med i denna forteckning.

Person Foretag
Certnr Namn Certnr Namn, Telefon, E-post

Slite Kyl & Fastighetsservice AB, 0498
14699 Robert Nordgren C176 222430, hakan.gustavsson@kylfab.se
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Certifierat foretag C176 P, Underlag for registerféring

leCERT/f Kontrollrapport nr. 25014
Slite Kyl & Fastighetsservice AB O, Eu2ms/2067 O
Boge Mojner 828, 624 36 Slite /,//” - \\\\’
0498 222430 FORETAGS
CERTIFIERING
C176

Underlag for registerféring / Kontrollrapport av kyl-'vairmepumputrustningar
innehallande F-gaser enligt (EU) forordning nr. 517/2014

. Periodiserad Uppféljande Skrotning /
v
Rapporten avser |:| Installation lackagekontroll D Ingrepp |:| lackagekontroll D Konvertering
Operator: Swedavia AB Tel: 010-1095245 Fax:
& | Utdelningsadress: Visby Air Port Postnr: 621 41 Ort: Visby
[
g S | Kontaktperson: Sonny Hederstedt E-post: sonny.hederstedt@swedavia.se
I~ w
E % Besoksadress: Visby Flygplats/Luftfartsverket, Visby Tel kontakt:
w
'E Fastighetsbeteckning: Visby Annelund 1:79 Organisationsnummer: 556797-0818
w
Q ':: Denna rapport géller for de aggregat som ar med pa bilagan, aggregatforteckning
)
# | Fordonets chassienr./reg.nr.:
)
2 Fartygsnamn/Signalbokstaver
Z | Kontrollimetod enligt (EG) forordning nr. 1516/2007
5 1. Tagit del av att utrustningens registerforing ar upprattad |:|
= 2. Lackagekontroll av hela utrustningen
g Direkt métmetod I:‘ Indirekt métmetod I:‘
= | Utrustningen &r kontrollerad och tit: |:| Ja |:| Nej
8' Kontrollmetod enligt (EG) forordning nr. 1516/2007
- g & | 1. Tagit del av utrustningens registerforing
E‘) B é 2. Lackagekontroll av hela utrustningen
K S ] Direkt matmetod Indirekt matmetod [_]
% ﬁ g Utrustningen &r kontrollerad och tit och registerforingen ar uppdaterad: Ja  [] Nej
ux., < |:| Uppféljande kontroll ska ske inom 1 méanad
O]
§ Kontrollmetod enligt (EG) férordning nr. 1516/2007
Q
=3 o 1. Tagit del av utrustningens registerféring |:|
o
> o 2. Lackagekontroll av ingrepps-/reparationsstille
: g Direkt matmetod |:|
t Utrustningen ar kontrollerad och tat och registerforingen ar uppdaterad: |:| Ja |:| Nej

|:| Uppféljande lackagekontroll ska ske inom 1 manad

Kontrollmetod enligt (EG) férordning nr. 1516/2007

1. Tagit del av utrustningens registerféring |:|
2. Lackagekontroll av lackstalle inkl. narliggande omraden
Direkt matmetod |:|

Utrustningen ar kontrollerad och tat och registerforingen ar uppdaterad: |:| Ja |:| Nej

UPPFOLJANDE
LACKAGEKONTROLL

Noteringar (obligatorisk uppgift om anlaggning/aggregat inte uppfyller krav):

ANMARKNINGAR

Kontroll utford av: Kontrolldatum:
Namn: Robert Nordgren 2025-12-19

Cert.nr: 14699

CERTIFIERAD
TEKNIKER
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Certifierat foretag C176 Bilaga till underlag for registerfoéring / kontrollrapport 25014 Sida: 2av3
Datum: 2025-12-19

Slite Kyl & Fastighetsservice AB
Boge Mojner 828, 624 36 Slite
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KA1 L 1,45 R410A 3,03 Periodisk 2025-12-19
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KA2 L 1,90 R407C 3,37 Periodisk 2025-12-19
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KA4 L 1,40 R410A 2,92 Periodisk 2025-12-19

KA5 L 1,46 R410A 3,05 Periodisk 2025-12-19

LA1-KM1 L 3,65 R410A 7,62 Periodisk 2025-12-19 | 2026-12-18

LA3-KM1 L 4,00 R410A 8,35 Periodisk 2025-12-19 | 2026-12-18
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VP15 \% 2,90 R32 1,96 Periodisk 2025-12-19
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VP5-Byggnad 22 \Y 2,70 R407C 4,79 Periodisk 2025-12-19

VP6 \% 26,50 R407C 47,01 Periodisk 2025-12-19 | 2026-12-18
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-03-31 13:52:10.651313 UTC ±20 ms

    		2026-03-31 12:54:24.544638 UTC

    		

      192.176.216.23

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The initiator Karin Holmgren (KH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2026-06-29 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-03-31 13:52:10.651313 UTC ±20 ms

    		2026-03-31 12:54:24.544638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (gunnar.jonasson@swedavia.se) to Gunnar Jonasson (GJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-03-31 13:52:10.651313 UTC ±20 ms

    		2026-03-31 12:54:24.544638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lisa.larsson@swedavia.se) to Lisa Larsson (LL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-03-31 13:52:14.002944 UTC ±20 ms

    		2026-03-31 12:54:24.544638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Gunnar Jonasson (GJ) was delivered.

      


    

  



  

  

    		2026-03-31 13:52:14.016219 UTC ±20 ms

    		2026-03-31 12:54:24.544638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lisa Larsson (LL) was delivered.

      


    

  



  

  

    		2026-03-31 13:53:32.688688 UTC ±20 ms

    		2026-03-31 12:54:24.544638 UTC

    		

      192.176.216.24

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Gunnar Jonasson (GJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-31 13:54:05.227935 UTC ±21 ms

    		2026-03-31 12:54:24.544638 UTC

    		

      192.176.216.24

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Gunnar Jonasson (GJ) signed the document.

      


    

  



  

  

    		2026-03-31 13:54:24.652705 UTC ±21 ms

    		2026-03-31 12:54:24.544638 UTC

    		

      192.176.216.23

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Lisa Larsson (LL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-31 13:54:49.26869 UTC ±0 ms

    		2026-03-31 13:54:25.01195 UTC

    		

      192.176.216.23

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Lisa Larsson (LL) signed the document.

      


    

  



  

  

    		2026-03-31 13:54:49.26869 UTC ±0 ms

    		2026-03-31 13:54:25.01195 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-03-31 13:54:50.04831 UTC ±0 ms

    		2026-03-31 13:54:25.01195 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 6.0 patchlevel 0 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.07 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-02-17 22:31:07.13135 UTC and 2026-03-31 13:54:25.01195 UTC:







  		Time collected

  		Clock offset







  

    		2026-02-17 22:31:07.13135

    		0.0 ms

  





  

    		2026-02-17 23:31:08.539858

    		0.1 ms

  





  

    		2026-02-18 00:31:10.029798

    		0.1 ms

  





  

    		2026-02-18 01:31:11.3317

    		0.0 ms

  





  

    		2026-02-18 02:31:12.476072

    		0.0 ms

  





  

    		2026-02-18 03:31:13.857223

    		0.0 ms

  





  

    		2026-02-18 04:31:15.134676

    		0.0 ms

  





  

    		2026-02-18 05:31:16.533423

    		0.0 ms

  





  

    		2026-02-18 06:31:18.519811

    		0.0 ms

  





  

    		2026-02-18 07:31:19.352007

    		0.0 ms

  





  

    		2026-02-18 08:31:19.933937

    		-0.2 ms

  





  

    		2026-02-18 09:31:19.945855

    		0.0 ms

  





  

    		2026-02-18 10:31:20.481867

    		0.0 ms

  





  

    		2026-02-18 11:31:20.732793

    		0.0 ms

  





  

    		2026-02-18 12:31:21.529915

    		0.0 ms

  





  

    		2026-02-18 13:31:22.730403

    		0.0 ms

  





  

    		2026-02-18 14:31:23.044087

    		-0.1 ms

  





  

    		2026-02-18 15:31:23.416334

    		0.0 ms

  





  

    		2026-02-18 16:31:23.999258

    		0.0 ms

  





  

    		2026-02-18 17:31:25.643117

    		0.0 ms

  





  

    		2026-02-18 18:31:26.112283

    		0.0 ms

  





  

    		2026-02-18 19:31:28.4971

    		0.0 ms

  





  

    		2026-02-18 20:31:29.213924

    		0.0 ms

  





  

    		2026-02-18 21:31:29.999171

    		-0.1 ms

  





  

    		2026-02-18 22:31:32.189823

    		0.1 ms

  





  

    		2026-02-18 23:31:33.685082

    		0.0 ms

  





  

    		2026-02-19 00:31:35.10031

    		0.0 ms

  





  

    		2026-02-19 01:31:36.592564

    		0.0 ms

  





  

    		2026-02-19 02:31:38.080538

    		0.0 ms

  





  

    		2026-02-19 03:31:39.483721

    		0.0 ms

  





  

    		2026-02-19 04:31:40.654414

    		0.0 ms

  





  

    		2026-02-19 05:31:40.743261

    		0.0 ms

  





  

    		2026-02-19 06:31:42.140104

    		0.0 ms

  





  

    		2026-02-19 07:31:43.256599

    		-0.3 ms

  





  

    		2026-02-19 08:31:43.400257

    		0.0 ms

  





  

    		2026-02-19 09:31:43.476376

    		0.0 ms

  





  

    		2026-02-19 10:31:44.374248

    		0.0 ms

  





  

    		2026-02-19 11:31:44.462368

    		0.2 ms

  





  

    		2026-02-19 12:31:45.160172

    		0.0 ms

  





  

    		2026-02-19 13:31:45.366448

    		0.1 ms

  





  

    		2026-02-19 14:31:46.876901

    		0.0 ms

  





  

    		2026-02-19 15:31:47.188691

    		0.0 ms

  





  

    		2026-02-19 16:31:48.205577

    		0.1 ms

  





  

    		2026-02-19 17:31:49.880805

    		0.3 ms

  





  

    		2026-02-19 18:31:50.27847

    		0.0 ms

  





  

    		2026-02-19 19:31:51.752664

    		0.0 ms

  





  

    		2026-02-19 20:31:52.162134

    		0.1 ms

  





  

    		2026-02-19 21:31:54.134876

    		0.1 ms

  





  

    		2026-02-19 22:31:56.233138

    		0.0 ms

  





  

    		2026-02-19 23:31:57.518907

    		0.0 ms

  





  

    		2026-02-20 00:31:58.732014

    		0.0 ms

  





  

    		2026-02-20 01:31:59.975445

    		-0.2 ms

  





  

    		2026-02-20 02:32:01.602829

    		0.1 ms

  





  

    		2026-02-20 03:32:02.865404

    		0.3 ms

  





  

    		2026-02-20 04:32:04.262506

    		0.0 ms

  





  

    		2026-02-20 05:32:05.675314

    		0.0 ms

  





  

    		2026-02-20 06:32:05.760089

    		0.1 ms

  





  

    		2026-02-20 07:32:08.039438

    		0.0 ms

  





  

    		2026-02-20 08:32:08.26476

    		0.0 ms

  





  

    		2026-02-20 09:32:08.610907

    		0.0 ms

  





  

    		2026-02-20 10:32:09.097238

    		-0.1 ms

  





  

    		2026-02-20 11:32:09.316751

    		0.0 ms

  





  

    		2026-02-20 12:32:11.558529

    		0.0 ms

  





  

    		2026-02-20 13:32:12.260385

    		0.0 ms

  





  

    		2026-02-20 14:32:13.143044

    		0.0 ms

  





  

    		2026-02-20 15:32:13.253291

    		0.0 ms

  





  

    		2026-02-20 16:32:13.679984

    		0.0 ms

  





  

    		2026-02-20 17:32:16.244222

    		0.0 ms

  





  

    		2026-02-20 18:32:18.780344

    		-0.1 ms

  





  

    		2026-02-20 19:32:18.816216

    		-0.2 ms

  





  

    		2026-02-20 20:32:20.653852

    		0.1 ms

  





  

    		2026-02-20 21:32:22.445197

    		0.0 ms

  





  

    		2026-02-20 22:32:24.310676

    		0.0 ms

  





  

    		2026-02-20 23:32:25.849471

    		0.0 ms

  





  

    		2026-02-21 00:32:27.819076

    		0.0 ms

  





  

    		2026-02-21 01:32:29.308731

    		-0.2 ms

  





  

    		2026-02-21 02:32:30.699116

    		0.0 ms

  





  

    		2026-02-21 03:32:31.795411

    		0.0 ms

  





  

    		2026-02-21 04:32:33.191156

    		0.0 ms

  





  

    		2026-02-21 05:32:33.713978

    		0.0 ms

  





  

    		2026-02-21 06:32:36.011318

    		0.0 ms

  





  

    		2026-02-21 07:32:36.549126

    		0.0 ms

  





  

    		2026-02-21 08:32:36.922379

    		0.0 ms

  





  

    		2026-02-21 09:32:37.710245

    		0.0 ms

  





  

    		2026-02-21 10:32:38.382766

    		0.0 ms

  





  

    		2026-02-21 11:32:39.230959

    		0.0 ms

  





  

    		2026-02-21 12:32:39.86294

    		0.0 ms

  





  

    		2026-02-21 13:32:40.107151

    		0.0 ms

  





  

    		2026-02-21 14:32:40.506256

    		0.0 ms

  





  

    		2026-02-21 15:32:40.748761

    		0.1 ms

  





  

    		2026-02-21 16:32:41.369648

    		0.0 ms

  





  

    		2026-02-21 17:32:43.93949

    		0.0 ms

  





  

    		2026-02-21 18:32:44.395113

    		0.1 ms

  





  

    		2026-02-21 19:32:44.84984

    		0.0 ms

  





  

    		2026-02-21 20:32:46.535882

    		0.0 ms

  





  

    		2026-02-21 21:32:49.135539

    		0.0 ms

  





  

    		2026-02-21 22:32:51.182168

    		0.0 ms

  





  

    		2026-02-21 23:32:51.278673

    		0.0 ms

  





  

    		2026-02-22 00:32:51.682639

    		0.0 ms

  





  

    		2026-02-22 01:32:52.023063

    		0.0 ms

  





  

    		2026-02-22 02:32:54.063402

    		0.1 ms

  





  

    		2026-02-22 03:32:56.202765

    		0.0 ms

  





  

    		2026-02-22 04:32:57.763236

    		0.0 ms

  





  

    		2026-02-22 05:32:59.683471

    		0.0 ms

  





  

    		2026-02-22 06:33:01.887404

    		-0.3 ms

  





  

    		2026-02-22 07:33:02.853755

    		0.0 ms

  





  

    		2026-02-22 08:33:04.106259

    		0.4 ms

  





  

    		2026-02-22 09:33:04.992863

    		0.0 ms

  





  

    		2026-02-22 10:33:06.913209

    		0.0 ms

  





  

    		2026-02-22 11:33:07.57666

    		0.0 ms

  





  

    		2026-02-22 12:33:07.881904

    		0.0 ms

  





  

    		2026-02-22 13:33:08.202808

    		0.0 ms

  





  

    		2026-02-22 14:33:08.583998

    		0.0 ms

  





  

    		2026-02-22 15:33:10.338474

    		0.0 ms

  





  

    		2026-02-22 16:33:11.304036

    		0.0 ms

  





  

    		2026-02-22 17:33:13.383061

    		-0.1 ms

  





  

    		2026-02-22 18:33:13.904562

    		0.0 ms

  





  

    		2026-02-22 19:33:16.363912

    		0.2 ms

  





  

    		2026-02-22 20:33:16.959758

    		0.1 ms

  





  

    		2026-02-22 21:33:17.411461

    		-0.1 ms

  





  

    		2026-02-22 22:33:18.371727

    		0.1 ms

  





  

    		2026-02-22 23:33:20.120079

    		-0.4 ms

  





  

    		2026-02-23 00:33:21.788375

    		0.1 ms

  





  

    		2026-02-23 01:33:23.438112

    		-0.1 ms

  





  

    		2026-02-23 02:33:24.885668

    		0.0 ms

  





  

    		2026-02-23 03:33:26.236516

    		0.1 ms

  





  

    		2026-02-23 04:33:27.588244

    		0.0 ms

  





  

    		2026-02-23 05:33:28.949313

    		0.0 ms

  





  

    		2026-02-23 06:33:29.985415

    		0.1 ms

  





  

    		2026-02-23 07:33:31.297049

    		-0.1 ms

  





  

    		2026-02-23 08:33:31.493321

    		0.0 ms

  





  

    		2026-02-23 09:33:32.14645

    		0.0 ms

  





  

    		2026-02-23 10:33:32.293061

    		-0.5 ms

  





  

    		2026-02-23 11:33:32.375009

    		-0.3 ms

  





  

    		2026-02-23 12:33:32.51762

    		0.0 ms

  





  

    		2026-02-23 13:33:33.055818

    		-0.1 ms

  





  

    		2026-02-23 14:33:33.373614

    		0.0 ms

  





  

    		2026-02-23 15:33:34.094462

    		0.0 ms

  





  

    		2026-02-23 16:33:34.363954

    		0.1 ms

  





  

    		2026-02-23 17:33:35.321944

    		0.2 ms

  





  

    		2026-02-23 18:33:35.713722

    		-0.1 ms

  





  

    		2026-02-23 19:33:37.177877

    		-0.1 ms

  





  

    		2026-02-23 20:33:37.376419

    		0.1 ms

  





  

    		2026-02-23 21:33:40.174989

    		0.0 ms

  





  

    		2026-02-23 22:33:42.07049

    		0.0 ms

  





  

    		2026-02-23 23:33:44.102248

    		0.0 ms

  





  

    		2026-02-24 00:33:45.784932

    		0.1 ms

  





  

    		2026-02-24 01:33:47.355338

    		0.1 ms

  





  

    		2026-02-24 02:33:48.422211

    		0.0 ms

  





  

    		2026-02-24 03:33:50.058372

    		0.0 ms

  





  

    		2026-02-24 04:33:51.445561

    		0.0 ms

  





  

    		2026-02-24 05:33:51.563042

    		0.0 ms

  





  

    		2026-02-24 06:33:51.695339

    		0.1 ms

  





  

    		2026-02-24 07:33:54.282662

    		0.1 ms

  





  

    		2026-02-24 08:33:54.853155

    		0.0 ms

  





  

    		2026-02-24 09:33:55.405078

    		-0.1 ms

  





  

    		2026-02-24 10:33:55.68943

    		0.0 ms

  





  

    		2026-02-24 11:33:55.805051

    		0.0 ms

  





  

    		2026-02-24 12:33:55.857772

    		-0.2 ms

  





  

    		2026-02-24 13:33:55.942823

    		0.0 ms

  





  

    		2026-02-24 14:33:57.314074

    		0.0 ms

  





  

    		2026-02-24 15:33:57.597335

    		0.0 ms

  





  

    		2026-02-24 16:33:57.689486

    		0.0 ms

  





  

    		2026-02-24 17:33:58.893294

    		0.0 ms

  





  

    		2026-02-24 18:34:00.879578

    		0.0 ms

  





  

    		2026-02-24 19:34:01.010747

    		0.0 ms

  





  

    		2026-02-24 20:34:01.687379

    		0.1 ms

  





  

    		2026-02-24 21:34:03.382047

    		0.0 ms

  





  

    		2026-02-24 22:34:05.654007

    		0.0 ms

  





  

    		2026-02-24 23:34:07.207156

    		0.0 ms

  





  

    		2026-02-25 00:34:08.365879

    		0.0 ms

  





  

    		2026-02-25 01:34:09.913514

    		0.0 ms

  





  

    		2026-02-25 02:34:11.054656

    		0.0 ms

  





  

    		2026-02-25 03:34:12.430681

    		0.1 ms

  





  

    		2026-02-25 04:34:13.824575

    		0.0 ms

  





  

    		2026-02-25 05:34:14.903201

    		0.0 ms

  





  

    		2026-02-25 06:34:16.883791

    		-0.1 ms

  





  

    		2026-02-25 07:34:17.153161

    		0.0 ms

  





  

    		2026-02-25 08:34:17.20561

    		0.0 ms

  





  

    		2026-02-25 09:34:17.258936

    		0.0 ms

  





  

    		2026-02-25 10:34:17.901434

    		0.0 ms

  





  

    		2026-02-25 11:34:19.492964

    		0.0 ms

  





  

    		2026-02-25 12:34:20.165703

    		0.0 ms

  





  

    		2026-02-25 13:34:21.888521

    		0.0 ms

  





  

    		2026-02-25 14:34:22.182389

    		0.0 ms

  





  

    		2026-02-25 15:34:23.139516

    		0.0 ms

  





  

    		2026-02-25 16:34:23.348931

    		0.0 ms

  





  

    		2026-02-25 17:34:24.834665

    		0.0 ms

  





  

    		2026-02-25 18:34:26.5909

    		0.0 ms

  





  

    		2026-02-25 19:34:26.906474

    		0.0 ms

  





  

    		2026-02-25 20:34:28.818788

    		0.1 ms

  





  

    		2026-02-25 21:34:30.810596

    		0.0 ms

  





  

    		2026-02-25 22:34:33.048627

    		0.0 ms

  





  

    		2026-02-25 23:34:34.803508

    		0.1 ms

  





  

    		2026-02-26 00:34:36.371891

    		0.0 ms

  





  

    		2026-02-26 01:34:37.894991

    		0.0 ms

  





  

    		2026-02-26 02:34:39.325825

    		0.1 ms

  





  

    		2026-02-26 03:34:40.808167

    		-0.1 ms

  





  

    		2026-02-26 04:34:42.17267

    		-0.1 ms

  





  

    		2026-02-26 05:34:43.676698

    		-0.1 ms

  





  

    		2026-02-26 06:34:45.376137

    		0.0 ms

  





  

    		2026-02-26 07:34:47.354012

    		0.1 ms

  





  

    		2026-02-26 08:34:47.568792

    		-0.2 ms

  





  

    		2026-02-26 09:34:48.111503

    		0.1 ms

  





  

    		2026-02-26 10:34:48.445912

    		0.1 ms

  





  

    		2026-02-26 11:34:48.735323

    		-0.1 ms

  





  

    		2026-02-26 12:34:49.318037

    		0.0 ms

  





  

    		2026-02-26 13:34:49.938302

    		0.0 ms

  





  

    		2026-02-26 14:34:50.32711

    		0.0 ms

  





  

    		2026-02-26 15:34:51.1731

    		0.0 ms

  





  

    		2026-02-26 16:34:51.544384

    		-0.1 ms

  





  

    		2026-02-26 17:34:51.841961

    		-0.1 ms

  





  

    		2026-02-26 18:34:53.252806

    		-0.1 ms

  





  

    		2026-02-26 19:34:53.604342

    		0.0 ms

  





  

    		2026-02-26 20:34:54.769291

    		0.0 ms

  





  

    		2026-02-26 21:34:55.670603

    		0.0 ms

  





  

    		2026-02-26 22:34:57.537192

    		0.0 ms

  





  

    		2026-02-26 23:34:59.1909

    		0.0 ms

  





  

    		2026-02-27 00:35:00.468511

    		0.0 ms

  





  

    		2026-02-27 01:35:01.750228

    		0.0 ms

  





  

    		2026-02-27 02:35:03.108337

    		-0.1 ms

  





  

    		2026-02-27 03:35:04.550224

    		0.0 ms

  





  

    		2026-02-27 04:35:05.827747

    		0.0 ms

  





  

    		2026-02-27 05:35:07.061728

    		0.0 ms

  





  

    		2026-02-27 06:35:07.073709

    		0.0 ms

  





  

    		2026-02-27 07:35:07.752629

    		0.0 ms

  





  

    		2026-02-27 08:35:07.864747

    		0.0 ms

  





  

    		2026-02-27 09:35:08.136052

    		0.0 ms

  





  

    		2026-02-27 10:35:08.916408

    		0.0 ms

  





  

    		2026-02-27 11:35:09.294857

    		-0.1 ms

  





  

    		2026-02-27 12:35:09.676527

    		0.0 ms

  





  

    		2026-02-27 13:35:10.50448

    		0.0 ms

  





  

    		2026-02-27 14:35:11.160561

    		0.0 ms

  





  

    		2026-02-27 15:35:13.370679

    		0.0 ms

  





  

    		2026-02-27 16:35:13.525193

    		0.3 ms

  





  

    		2026-02-27 17:35:14.954965

    		0.0 ms

  





  

    		2026-02-27 18:35:16.490067

    		0.0 ms

  





  

    		2026-02-27 19:35:16.937038

    		0.1 ms

  





  

    		2026-02-27 20:35:18.235648

    		-0.2 ms

  





  

    		2026-02-27 21:35:19.860604

    		-0.1 ms

  





  

    		2026-02-27 22:35:21.753847

    		0.0 ms

  





  

    		2026-02-27 23:35:23.809526

    		0.0 ms

  





  

    		2026-02-28 00:35:25.443939

    		0.2 ms

  





  

    		2026-02-28 01:35:26.933371

    		0.0 ms

  





  

    		2026-02-28 02:35:28.13313

    		0.0 ms

  





  

    		2026-02-28 03:35:29.597045

    		0.2 ms

  





  

    		2026-02-28 04:35:31.269221

    		0.0 ms

  





  

    		2026-02-28 05:35:33.042555

    		0.0 ms

  





  

    		2026-02-28 06:35:35.242768

    		0.0 ms

  





  

    		2026-02-28 07:35:36.707591

    		0.0 ms

  





  

    		2026-02-28 08:35:37.824987

    		-0.1 ms

  





  

    		2026-02-28 09:35:38.222966

    		0.0 ms

  





  

    		2026-02-28 10:35:38.911343

    		0.0 ms

  





  

    		2026-02-28 11:35:39.273306

    		0.0 ms

  





  

    		2026-02-28 12:35:40.005409

    		0.0 ms

  





  

    		2026-02-28 13:35:40.528498

    		-0.1 ms

  





  

    		2026-02-28 14:35:41.543761

    		0.0 ms

  





  

    		2026-02-28 15:35:41.788059

    		0.0 ms

  





  

    		2026-02-28 16:35:41.83437

    		0.0 ms

  





  

    		2026-02-28 17:35:42.112828

    		0.0 ms

  





  

    		2026-02-28 18:35:43.148617

    		-0.2 ms

  





  

    		2026-02-28 19:35:43.832881

    		0.0 ms

  





  

    		2026-02-28 20:35:46.193691

    		0.0 ms

  





  

    		2026-02-28 21:35:46.504712

    		0.0 ms

  





  

    		2026-02-28 22:35:47.112877

    		0.0 ms

  





  

    		2026-02-28 23:35:47.360266

    		0.0 ms

  





  

    		2026-03-01 00:35:47.45648

    		0.0 ms

  





  

    		2026-03-01 01:35:47.991605

    		0.0 ms

  





  

    		2026-03-01 02:35:49.377953

    		0.0 ms

  





  

    		2026-03-01 03:35:50.923915

    		0.0 ms

  





  

    		2026-03-01 04:35:50.937382

    		0.0 ms

  





  

    		2026-03-01 05:35:52.675701

    		0.0 ms

  





  

    		2026-03-01 06:35:53.205992

    		0.0 ms

  





  

    		2026-03-01 07:35:53.663146

    		0.1 ms

  





  

    		2026-03-01 08:35:53.76154

    		0.0 ms

  





  

    		2026-03-01 09:35:54.092434

    		0.0 ms

  





  

    		2026-03-01 10:35:54.644773

    		-0.3 ms

  





  

    		2026-03-01 11:35:54.731464

    		0.0 ms

  





  

    		2026-03-01 12:35:56.181255

    		0.0 ms

  





  

    		2026-03-01 13:35:56.423745

    		0.0 ms

  





  

    		2026-03-01 14:35:57.618909

    		0.0 ms

  





  

    		2026-03-01 15:35:58.042837

    		0.0 ms

  





  

    		2026-03-01 16:35:58.137708

    		0.0 ms

  





  

    		2026-03-01 17:35:58.269606

    		0.0 ms

  





  

    		2026-03-01 18:35:58.33413

    		0.0 ms

  





  

    		2026-03-01 19:36:00.078569

    		0.0 ms

  





  

    		2026-03-01 20:36:00.358672

    		0.0 ms

  





  

    		2026-03-01 21:36:00.576244

    		0.0 ms

  





  

    		2026-03-01 22:36:01.875794

    		0.0 ms

  





  

    		2026-03-01 23:36:03.770288

    		0.0 ms

  





  

    		2026-03-02 00:36:05.622806

    		0.0 ms

  





  

    		2026-03-02 01:36:07.109263

    		0.0 ms

  





  

    		2026-03-02 02:36:08.518387

    		0.0 ms

  





  

    		2026-03-02 03:36:09.907687

    		0.0 ms

  





  

    		2026-03-02 04:36:11.990615

    		0.1 ms

  





  

    		2026-03-02 05:36:13.532595

    		0.0 ms

  





  

    		2026-03-02 06:36:15.992302

    		0.0 ms

  





  

    		2026-03-02 07:36:16.037614

    		0.0 ms

  





  

    		2026-03-02 08:36:16.276147

    		0.0 ms

  





  

    		2026-03-02 09:36:17.066945

    		0.0 ms

  





  

    		2026-03-02 10:36:17.656274

    		0.0 ms

  





  

    		2026-03-02 11:36:18.387616

    		0.0 ms

  





  

    		2026-03-02 12:36:18.784732

    		0.0 ms

  





  

    		2026-03-02 13:36:19.296716

    		0.0 ms

  





  

    		2026-03-02 14:36:20.319814

    		0.0 ms

  





  

    		2026-03-02 15:36:20.460959

    		0.1 ms

  





  

    		2026-03-02 16:36:20.687107

    		-0.1 ms

  





  

    		2026-03-02 17:36:21.832718

    		-0.1 ms

  





  

    		2026-03-02 18:36:21.96884

    		0.0 ms

  





  

    		2026-03-02 19:36:22.64433

    		0.0 ms

  





  

    		2026-03-02 20:36:23.783679

    		0.0 ms

  





  

    		2026-03-02 21:36:26.356799

    		0.0 ms

  





  

    		2026-03-02 22:36:28.266932

    		-0.3 ms

  





  

    		2026-03-02 23:36:29.802393

    		0.3 ms

  





  

    		2026-03-03 00:36:31.504381

    		0.1 ms

  





  

    		2026-03-03 01:36:33.488563

    		0.0 ms

  





  

    		2026-03-03 02:36:35.325801

    		0.0 ms

  





  

    		2026-03-03 03:36:36.866036

    		-0.1 ms

  





  

    		2026-03-03 04:36:38.46292

    		0.0 ms

  





  

    		2026-03-03 05:36:39.920407

    		-0.1 ms

  





  

    		2026-03-03 06:36:40.762348

    		0.0 ms

  





  

    		2026-03-03 07:36:40.859034

    		0.1 ms

  





  

    		2026-03-03 08:36:41.746823

    		0.0 ms

  





  

    		2026-03-03 09:36:42.049856

    		0.0 ms

  





  

    		2026-03-03 10:36:42.294579

    		0.0 ms

  





  

    		2026-03-03 11:36:42.393933

    		-0.2 ms

  





  

    		2026-03-03 12:36:43.086533

    		-0.1 ms

  





  

    		2026-03-03 13:36:43.11591

    		0.0 ms

  





  

    		2026-03-03 14:36:43.421051

    		0.0 ms

  





  

    		2026-03-03 15:36:45.21279

    		0.0 ms

  





  

    		2026-03-03 16:36:45.256377

    		0.0 ms

  





  

    		2026-03-03 17:36:45.505554

    		0.0 ms

  





  

    		2026-03-03 18:36:45.590966

    		0.0 ms

  





  

    		2026-03-03 19:36:48.265018

    		0.0 ms

  





  

    		2026-03-03 20:36:48.296532

    		0.0 ms

  





  

    		2026-03-03 21:36:48.604497

    		-0.1 ms

  





  

    		2026-03-03 22:36:48.630108

    		0.0 ms

  





  

    		2026-03-03 23:36:49.219475

    		0.0 ms

  





  

    		2026-03-04 00:36:50.803269

    		0.1 ms

  





  

    		2026-03-04 01:36:51.958415

    		0.2 ms

  





  

    		2026-03-04 02:36:52.964049

    		0.1 ms

  





  

    		2026-03-04 03:36:54.130101

    		-0.1 ms

  





  

    		2026-03-04 04:36:55.361464

    		-0.1 ms

  





  

    		2026-03-04 05:36:56.90357

    		0.1 ms

  





  

    		2026-03-04 06:36:59.419036

    		-0.1 ms

  





  

    		2026-03-04 07:37:00.772948

    		0.0 ms

  





  

    		2026-03-04 08:37:01.255759

    		0.0 ms

  





  

    		2026-03-04 09:37:01.294199

    		0.0 ms

  





  

    		2026-03-04 10:37:02.560062

    		0.1 ms

  





  

    		2026-03-04 11:37:03.310684

    		0.1 ms

  





  

    		2026-03-04 12:37:03.857582

    		0.0 ms

  





  

    		2026-03-04 13:37:03.989558

    		-0.1 ms

  





  

    		2026-03-04 14:37:04.338009

    		0.0 ms

  





  

    		2026-03-04 15:37:05.000491

    		0.0 ms

  





  

    		2026-03-04 16:37:05.189138

    		0.0 ms

  





  

    		2026-03-04 17:37:05.521196

    		0.0 ms

  





  

    		2026-03-04 18:37:06.033121

    		0.0 ms

  





  

    		2026-03-04 19:37:06.327257

    		0.0 ms

  





  

    		2026-03-04 20:37:07.561572

    		0.0 ms

  





  

    		2026-03-04 21:37:07.93806

    		0.0 ms

  





  

    		2026-03-04 22:37:08.043058

    		0.0 ms

  





  

    		2026-03-04 23:37:09.755279

    		0.1 ms

  





  

    		2026-03-05 00:37:10.976181

    		-0.1 ms

  





  

    		2026-03-05 01:37:12.829981

    		0.5 ms

  





  

    		2026-03-05 02:37:14.369543

    		0.0 ms

  





  

    		2026-03-05 03:37:15.957938

    		0.1 ms

  





  

    		2026-03-05 04:37:17.140241

    		0.1 ms

  





  

    		2026-03-05 05:37:18.604503

    		0.2 ms

  





  

    		2026-03-05 06:37:20.222906

    		-0.1 ms

  





  

    		2026-03-05 07:37:21.01958

    		0.0 ms

  





  

    		2026-03-05 08:37:21.659015

    		0.1 ms

  





  

    		2026-03-05 09:37:22.859518

    		0.0 ms

  





  

    		2026-03-05 10:37:22.895065

    		0.0 ms

  





  

    		2026-03-05 11:37:23.172781

    		0.0 ms

  





  

    		2026-03-05 12:37:24.132707

    		0.0 ms

  





  

    		2026-03-05 13:37:24.327522

    		0.0 ms

  





  

    		2026-03-05 14:37:24.736927

    		0.0 ms

  





  

    		2026-03-05 15:37:25.065791

    		-0.1 ms

  





  

    		2026-03-05 16:37:25.24393

    		0.2 ms

  





  

    		2026-03-05 17:37:26.54744

    		0.3 ms

  





  

    		2026-03-05 18:37:28.053377

    		0.0 ms

  





  

    		2026-03-05 19:37:30.169926

    		0.0 ms

  





  

    		2026-03-05 20:37:32.001652

    		0.1 ms

  





  

    		2026-03-05 21:37:33.901741

    		0.0 ms

  





  

    		2026-03-05 22:37:35.214339

    		0.1 ms

  





  

    		2026-03-05 23:37:36.667363

    		0.1 ms

  





  

    		2026-03-06 00:37:37.807285

    		0.0 ms

  





  

    		2026-03-06 01:37:38.898517

    		0.0 ms

  





  

    		2026-03-06 02:37:39.008478

    		0.0 ms

  





  

    		2026-03-06 03:37:40.480434

    		-0.1 ms

  





  

    		2026-03-06 04:37:41.788832

    		0.0 ms

  





  

    		2026-03-06 05:37:43.113316

    		0.0 ms

  





  

    		2026-03-06 06:37:44.889285

    		0.0 ms

  





  

    		2026-03-06 07:37:46.696659

    		0.0 ms

  





  

    		2026-03-06 08:37:47.204457

    		0.0 ms

  





  

    		2026-03-06 09:37:47.780527

    		-0.1 ms

  





  

    		2026-03-06 10:37:48.105261

    		0.0 ms

  





  

    		2026-03-06 11:37:49.422308

    		0.1 ms

  





  

    		2026-03-06 12:37:50.097215

    		-0.1 ms

  





  

    		2026-03-06 13:37:51.043851

    		0.0 ms

  





  

    		2026-03-06 14:37:52.834809

    		0.0 ms

  





  

    		2026-03-06 15:37:52.98665

    		0.0 ms

  





  

    		2026-03-06 16:37:53.229981

    		0.1 ms

  





  

    		2026-03-06 17:37:54.793397

    		0.0 ms

  





  

    		2026-03-06 18:37:57.173965

    		0.0 ms

  





  

    		2026-03-06 19:37:59.296499

    		0.0 ms

  





  

    		2026-03-06 20:38:00.983861

    		0.0 ms

  





  

    		2026-03-06 21:38:02.645616

    		0.0 ms

  





  

    		2026-03-06 22:38:04.215915

    		0.0 ms

  





  

    		2026-03-06 23:38:05.518014

    		0.0 ms

  





  

    		2026-03-07 00:38:06.951864

    		0.1 ms

  





  

    		2026-03-07 01:38:08.282359

    		0.0 ms

  





  

    		2026-03-07 02:38:09.583418

    		0.0 ms

  





  

    		2026-03-07 03:38:10.691758

    		0.0 ms

  





  

    		2026-03-07 04:38:12.210864

    		0.0 ms

  





  

    		2026-03-07 05:38:13.264528

    		0.0 ms

  





  

    		2026-03-07 06:38:13.583486

    		0.0 ms

  





  

    		2026-03-07 07:38:16.175831

    		0.0 ms

  





  

    		2026-03-07 08:38:16.379274

    		0.0 ms

  





  

    		2026-03-07 09:38:16.959839

    		-0.1 ms

  





  

    		2026-03-07 10:38:17.183107

    		0.0 ms

  





  

    		2026-03-07 11:38:17.262423

    		-0.1 ms

  





  

    		2026-03-07 12:38:17.434436

    		-0.1 ms

  





  

    		2026-03-07 13:38:17.484506

    		-0.1 ms

  





  

    		2026-03-07 14:38:18.031156

    		0.0 ms

  





  

    		2026-03-07 15:38:18.051885

    		0.1 ms

  





  

    		2026-03-07 16:38:20.133041

    		-0.1 ms

  





  

    		2026-03-07 17:38:21.123402

    		0.0 ms

  





  

    		2026-03-07 18:38:22.269936

    		0.3 ms

  





  

    		2026-03-07 19:38:22.312059

    		0.0 ms

  





  

    		2026-03-07 20:38:24.406313

    		0.0 ms

  





  

    		2026-03-07 21:38:27.07541

    		-0.1 ms

  





  

    		2026-03-07 22:38:28.895276

    		0.0 ms

  





  

    		2026-03-07 23:38:30.337957

    		0.0 ms

  





  

    		2026-03-08 00:38:31.754312

    		0.0 ms

  





  

    		2026-03-08 01:38:33.226846

    		0.0 ms

  





  

    		2026-03-08 02:38:34.513981

    		0.0 ms

  





  

    		2026-03-08 03:38:35.881314

    		0.0 ms

  





  

    		2026-03-08 04:38:37.193632

    		0.0 ms

  





  

    		2026-03-08 05:38:38.434304

    		0.0 ms

  





  

    		2026-03-08 06:38:40.800101

    		-0.1 ms

  





  

    		2026-03-08 07:38:41.182424

    		-0.1 ms

  





  

    		2026-03-08 08:38:43.874482

    		0.0 ms

  





  

    		2026-03-08 09:38:44.383115

    		0.0 ms

  





  

    		2026-03-08 10:38:44.993119

    		0.1 ms

  





  

    		2026-03-08 11:38:45.964418

    		0.0 ms

  





  

    		2026-03-08 12:38:47.027298

    		-0.1 ms

  





  

    		2026-03-08 13:38:47.121819

    		-0.1 ms

  





  

    		2026-03-08 14:38:47.808795

    		0.0 ms

  





  

    		2026-03-08 15:38:47.865354

    		0.1 ms

  





  

    		2026-03-08 16:38:48.091822

    		0.0 ms

  





  

    		2026-03-08 17:38:50.080713

    		0.0 ms

  





  

    		2026-03-08 18:38:50.303362

    		0.0 ms

  





  

    		2026-03-08 19:38:51.869413

    		0.0 ms

  





  

    		2026-03-08 20:38:52.468772

    		0.0 ms

  





  

    		2026-03-08 21:38:54.591511

    		0.0 ms

  





  

    		2026-03-08 22:38:56.437225

    		0.0 ms

  





  

    		2026-03-08 23:38:58.414061

    		0.0 ms

  





  

    		2026-03-09 00:39:00.706907

    		-0.1 ms

  





  

    		2026-03-09 01:39:02.292001

    		0.0 ms

  





  

    		2026-03-09 02:39:03.798273

    		0.1 ms

  





  

    		2026-03-09 03:39:05.262261

    		0.0 ms

  





  

    		2026-03-09 04:39:06.883257

    		0.0 ms

  





  

    		2026-03-09 05:39:06.9199

    		0.0 ms

  





  

    		2026-03-09 06:39:08.181877

    		0.0 ms

  





  

    		2026-03-09 07:39:09.274106

    		0.0 ms

  





  

    		2026-03-09 08:39:10.316013

    		0.0 ms

  





  

    		2026-03-09 09:39:10.699597

    		0.0 ms

  





  

    		2026-03-09 10:39:10.809439

    		0.2 ms

  





  

    		2026-03-09 11:39:10.986439

    		0.1 ms

  





  

    		2026-03-09 12:39:11.021234

    		-0.1 ms

  





  

    		2026-03-09 13:39:11.92667

    		-0.2 ms

  





  

    		2026-03-09 14:39:12.415447

    		0.0 ms

  





  

    		2026-03-09 15:39:12.928265

    		0.0 ms

  





  

    		2026-03-09 16:39:13.61761

    		0.0 ms

  





  

    		2026-03-09 17:39:14.135581

    		0.0 ms

  





  

    		2026-03-09 18:39:14.383089

    		0.0 ms

  





  

    		2026-03-09 19:39:14.405932

    		0.1 ms

  





  

    		2026-03-09 20:39:15.747544

    		0.0 ms

  





  

    		2026-03-09 21:39:15.911251

    		0.1 ms

  





  

    		2026-03-09 22:39:16.85646

    		0.0 ms

  





  

    		2026-03-09 23:39:18.635964

    		0.0 ms

  





  

    		2026-03-10 00:39:19.988429

    		0.1 ms

  





  

    		2026-03-10 01:39:21.820598

    		0.3 ms

  





  

    		2026-03-10 02:39:23.153969

    		0.0 ms

  





  

    		2026-03-10 03:39:24.577027

    		-0.1 ms

  





  

    		2026-03-10 04:39:25.662177

    		0.0 ms

  





  

    		2026-03-10 05:39:25.713537

    		0.0 ms

  





  

    		2026-03-10 06:39:25.909528

    		0.0 ms

  





  

    		2026-03-10 07:39:26.316063

    		-0.2 ms

  





  

    		2026-03-10 08:39:26.654568

    		0.0 ms

  





  

    		2026-03-10 09:39:26.973997

    		0.0 ms

  





  

    		2026-03-10 10:39:28.535189

    		0.0 ms

  





  

    		2026-03-10 11:39:28.599351

    		0.0 ms

  





  

    		2026-03-10 12:39:28.862034

    		-0.2 ms

  





  

    		2026-03-10 13:39:29.496761

    		0.0 ms

  





  

    		2026-03-10 14:39:29.736678

    		0.0 ms

  





  

    		2026-03-10 15:39:30.352379

    		0.0 ms

  





  

    		2026-03-10 16:39:30.455884

    		0.3 ms

  





  

    		2026-03-10 17:39:31.171537

    		0.0 ms

  





  

    		2026-03-10 18:39:33.019949

    		0.0 ms

  





  

    		2026-03-10 19:39:35.157483

    		0.0 ms

  





  

    		2026-03-10 20:39:35.193082

    		0.1 ms

  





  

    		2026-03-10 21:39:37.454541

    		0.1 ms

  





  

    		2026-03-10 22:39:39.163909

    		0.0 ms

  





  

    		2026-03-10 23:39:40.843883

    		0.3 ms

  





  

    		2026-03-11 00:39:42.195415

    		0.1 ms

  





  

    		2026-03-11 01:39:43.472867

    		0.0 ms

  





  

    		2026-03-11 02:39:44.795287

    		0.0 ms

  





  

    		2026-03-11 03:39:46.327292

    		0.0 ms

  





  

    		2026-03-11 04:39:47.280614

    		0.0 ms

  





  

    		2026-03-11 05:39:48.221298

    		0.0 ms

  





  

    		2026-03-11 06:39:49.606533

    		-0.1 ms

  





  

    		2026-03-11 07:39:51.708129

    		0.1 ms

  





  

    		2026-03-11 08:39:52.08691

    		0.0 ms

  





  

    		2026-03-11 09:39:52.947275

    		0.0 ms

  





  

    		2026-03-11 10:39:53.187552

    		0.0 ms

  





  

    		2026-03-11 11:39:53.277842

    		-0.1 ms

  





  

    		2026-03-11 12:39:53.552807

    		0.0 ms

  





  

    		2026-03-11 13:39:53.624632

    		0.1 ms

  





  

    		2026-03-11 14:39:53.725808

    		0.0 ms

  





  

    		2026-03-11 15:39:53.938064

    		-0.1 ms

  





  

    		2026-03-11 16:39:54.720376

    		0.0 ms

  





  

    		2026-03-11 17:39:55.822262

    		-0.2 ms

  





  

    		2026-03-11 18:39:55.965019

    		0.0 ms

  





  

    		2026-03-11 19:39:58.156694

    		0.0 ms

  





  

    		2026-03-11 20:40:00.631339

    		-0.2 ms

  





  

    		2026-03-11 21:40:02.334084

    		0.0 ms

  





  

    		2026-03-11 22:40:03.875871

    		0.0 ms

  





  

    		2026-03-11 23:40:05.139289

    		0.1 ms

  





  

    		2026-03-12 00:40:06.340437

    		0.0 ms

  





  

    		2026-03-12 01:40:07.447423

    		0.0 ms

  





  

    		2026-03-12 02:40:08.82068

    		0.0 ms

  





  

    		2026-03-12 03:40:10.17859

    		-0.5 ms

  





  

    		2026-03-12 04:40:11.44899

    		0.0 ms

  





  

    		2026-03-12 05:40:12.90184

    		-0.1 ms

  





  

    		2026-03-12 06:40:14.50379

    		-0.1 ms

  





  

    		2026-03-12 07:40:14.583955

    		-0.1 ms

  





  

    		2026-03-12 08:40:16.57216

    		-0.1 ms

  





  

    		2026-03-12 09:40:16.888107

    		0.0 ms

  





  

    		2026-03-12 10:40:17.763736

    		0.0 ms

  





  

    		2026-03-12 11:40:18.399623

    		0.0 ms

  





  

    		2026-03-12 12:40:18.538492

    		0.0 ms

  





  

    		2026-03-12 13:40:18.570076

    		0.0 ms

  





  

    		2026-03-12 14:40:19.047685

    		0.0 ms

  





  

    		2026-03-12 15:40:20.29426

    		0.0 ms

  





  

    		2026-03-12 16:40:21.299356

    		0.0 ms

  





  

    		2026-03-12 17:40:21.68639

    		0.0 ms

  





  

    		2026-03-12 18:40:24.138858

    		0.0 ms

  





  

    		2026-03-12 19:40:26.429577

    		0.0 ms

  





  

    		2026-03-12 20:40:28.383727

    		0.1 ms

  





  

    		2026-03-12 21:40:30.812983

    		0.0 ms

  





  

    		2026-03-12 22:40:32.393556

    		0.0 ms

  





  

    		2026-03-12 23:40:33.692753

    		0.0 ms

  





  

    		2026-03-13 00:40:35.062726

    		0.0 ms

  





  

    		2026-03-13 01:40:36.460866

    		0.0 ms

  





  

    		2026-03-13 02:40:36.796192

    		0.0 ms

  





  

    		2026-03-13 03:40:38.273509

    		0.0 ms

  





  

    		2026-03-13 04:40:40.339571

    		0.0 ms

  





  

    		2026-03-13 05:40:42.065002

    		0.0 ms

  





  

    		2026-03-13 06:40:43.730721

    		0.0 ms

  





  

    		2026-03-13 07:40:43.814508

    		0.0 ms

  





  

    		2026-03-13 08:40:44.089052

    		0.0 ms

  





  

    		2026-03-13 09:40:44.500862

    		0.0 ms

  





  

    		2026-03-13 10:40:45.296266

    		0.0 ms

  





  

    		2026-03-13 11:40:45.331534

    		0.1 ms

  





  

    		2026-03-13 12:40:46.694076

    		0.0 ms

  





  

    		2026-03-13 13:40:46.778855

    		0.1 ms

  





  

    		2026-03-13 14:40:46.801976

    		0.0 ms

  





  

    		2026-03-13 15:40:46.874767

    		0.0 ms

  





  

    		2026-03-13 16:40:48.199687

    		0.0 ms

  





  

    		2026-03-13 17:40:50.297965

    		0.0 ms

  





  

    		2026-03-13 18:40:52.711145

    		0.0 ms

  





  

    		2026-03-13 19:40:54.937488

    		0.0 ms

  





  

    		2026-03-13 20:40:56.640932

    		0.0 ms

  





  

    		2026-03-13 21:40:58.616385

    		0.0 ms

  





  

    		2026-03-13 22:41:00.252495

    		0.0 ms

  





  

    		2026-03-13 23:41:01.975193

    		0.0 ms

  





  

    		2026-03-14 00:41:03.4089

    		0.0 ms

  





  

    		2026-03-14 01:41:04.90495

    		0.0 ms

  





  

    		2026-03-14 02:41:06.351325

    		0.0 ms

  





  

    		2026-03-14 03:41:07.930729

    		0.0 ms

  





  

    		2026-03-14 04:41:09.228314

    		0.0 ms

  





  

    		2026-03-14 05:41:09.373832

    		0.2 ms

  





  

    		2026-03-14 06:41:12.153713

    		-0.2 ms

  





  

    		2026-03-14 07:41:12.381108

    		-0.1 ms

  





  

    		2026-03-14 08:41:13.260258

    		0.0 ms

  





  

    		2026-03-14 09:41:13.644122

    		0.0 ms

  





  

    		2026-03-14 10:41:13.902171

    		0.0 ms

  





  

    		2026-03-14 11:41:14.344945

    		0.0 ms

  





  

    		2026-03-14 12:41:15.476297

    		0.0 ms

  





  

    		2026-03-14 13:41:15.610778

    		0.0 ms

  





  

    		2026-03-14 14:41:17.088137

    		0.0 ms

  





  

    		2026-03-14 15:41:17.6704

    		0.0 ms

  





  

    		2026-03-14 16:41:17.964476

    		0.0 ms

  





  

    		2026-03-14 17:41:20.264867

    		0.0 ms

  





  

    		2026-03-14 18:41:20.689978

    		0.0 ms

  





  

    		2026-03-14 19:41:20.768012

    		0.0 ms

  





  

    		2026-03-14 20:41:20.855451

    		0.0 ms

  





  

    		2026-03-14 21:41:22.331692

    		0.0 ms

  





  

    		2026-03-14 22:41:22.654155

    		0.0 ms

  





  

    		2026-03-14 23:41:23.05032

    		0.0 ms

  





  

    		2026-03-15 00:41:24.734265

    		0.0 ms

  





  

    		2026-03-15 01:41:26.234777

    		0.0 ms

  





  

    		2026-03-15 02:41:27.755211

    		0.0 ms

  





  

    		2026-03-15 03:41:29.338791

    		0.0 ms

  





  

    		2026-03-15 04:41:30.930395

    		0.0 ms

  





  

    		2026-03-15 05:41:32.302686

    		0.0 ms

  





  

    		2026-03-15 06:41:34.588456

    		0.0 ms

  





  

    		2026-03-15 07:41:36.330295

    		0.0 ms

  





  

    		2026-03-15 08:41:37.361053

    		0.0 ms

  





  

    		2026-03-15 09:41:37.6007

    		0.0 ms

  





  

    		2026-03-15 10:41:37.77103

    		0.2 ms

  





  

    		2026-03-15 11:41:37.994265

    		0.0 ms

  





  

    		2026-03-15 12:41:40.078102

    		0.0 ms

  





  

    		2026-03-15 13:41:40.68312

    		0.1 ms

  





  

    		2026-03-15 14:41:41.432986

    		0.0 ms

  





  

    		2026-03-15 15:41:41.606481

    		0.0 ms

  





  

    		2026-03-15 16:41:41.817737

    		0.0 ms

  





  

    		2026-03-15 17:41:43.03523

    		0.0 ms

  





  

    		2026-03-15 18:41:43.120027

    		0.0 ms

  





  

    		2026-03-15 19:41:43.479173

    		0.0 ms

  





  

    		2026-03-15 20:41:44.36457

    		0.0 ms

  





  

    		2026-03-15 21:41:46.285873

    		0.1 ms

  





  

    		2026-03-15 22:41:48.12982

    		0.0 ms

  





  

    		2026-03-15 23:41:49.503438

    		0.0 ms

  





  

    		2026-03-16 00:41:51.152717

    		0.0 ms

  





  

    		2026-03-16 01:41:52.395656

    		0.0 ms

  





  

    		2026-03-16 02:41:53.906285

    		0.0 ms

  





  

    		2026-03-16 03:41:55.195427

    		0.0 ms

  





  

    		2026-03-16 04:41:55.582062

    		0.0 ms

  





  

    		2026-03-16 05:41:57.406843

    		0.0 ms

  





  

    		2026-03-16 06:41:58.142775

    		0.0 ms

  





  

    		2026-03-16 07:41:59.711398

    		0.0 ms

  





  

    		2026-03-16 08:41:59.743363

    		-0.1 ms

  





  

    		2026-03-16 09:42:00.316004

    		0.0 ms

  





  

    		2026-03-16 10:42:00.58429

    		0.0 ms

  





  

    		2026-03-16 11:42:01.038081

    		0.0 ms

  





  

    		2026-03-16 12:42:01.070294

    		-0.1 ms

  





  

    		2026-03-16 13:42:01.490486

    		0.0 ms

  





  

    		2026-03-16 14:42:01.676622

    		-0.2 ms

  





  

    		2026-03-16 15:42:01.943644

    		0.2 ms

  





  

    		2026-03-16 16:42:03.064389

    		0.0 ms

  





  

    		2026-03-16 17:42:04.097464

    		0.0 ms

  





  

    		2026-03-16 18:42:05.491914

    		-0.1 ms

  





  

    		2026-03-16 19:42:05.762301

    		0.0 ms

  





  

    		2026-03-16 20:42:08.643511

    		0.0 ms

  





  

    		2026-03-16 21:42:10.672014

    		0.0 ms

  





  

    		2026-03-16 22:42:12.101451

    		0.1 ms

  





  

    		2026-03-16 23:42:13.296281

    		0.1 ms

  





  

    		2026-03-17 00:42:14.656858

    		0.0 ms

  





  

    		2026-03-17 01:42:16.039059

    		0.0 ms

  





  

    		2026-03-17 02:42:17.048139

    		0.0 ms

  





  

    		2026-03-17 03:42:18.290469

    		0.0 ms

  





  

    		2026-03-17 04:42:19.60494

    		0.0 ms

  





  

    		2026-03-17 05:42:20.955486

    		0.0 ms

  





  

    		2026-03-17 06:42:21.969761

    		0.2 ms

  





  

    		2026-03-17 07:42:22.481293

    		0.0 ms

  





  

    		2026-03-17 08:42:23.188221

    		0.0 ms

  





  

    		2026-03-17 09:42:23.515398

    		0.2 ms

  





  

    		2026-03-17 10:42:23.897336

    		0.1 ms

  





  

    		2026-03-17 11:42:24.380084

    		-0.2 ms

  





  

    		2026-03-17 12:42:24.425245

    		0.0 ms

  





  

    		2026-03-17 13:42:25.297085

    		0.2 ms

  





  

    		2026-03-17 14:42:25.669413

    		0.0 ms

  





  

    		2026-03-17 15:42:25.715489

    		0.1 ms

  





  

    		2026-03-17 16:42:27.986861

    		0.0 ms

  





  

    		2026-03-17 17:42:28.918585

    		0.1 ms

  





  

    		2026-03-17 18:42:29.275222

    		0.0 ms

  





  

    		2026-03-17 19:42:29.468386

    		0.0 ms

  





  

    		2026-03-17 20:42:29.535029

    		0.0 ms

  





  

    		2026-03-17 21:42:29.590155

    		0.0 ms

  





  

    		2026-03-17 22:42:29.907555

    		0.0 ms

  





  

    		2026-03-17 23:42:31.094293

    		0.1 ms

  





  

    		2026-03-18 00:42:32.748307

    		0.0 ms

  





  

    		2026-03-18 01:42:34.156761

    		0.0 ms

  





  

    		2026-03-18 02:42:35.793237

    		-0.1 ms

  





  

    		2026-03-18 03:42:37.163287

    		0.0 ms

  





  

    		2026-03-18 04:42:38.735144

    		0.0 ms

  





  

    		2026-03-18 05:42:40.163568

    		0.0 ms

  





  

    		2026-03-18 06:42:42.175108

    		0.0 ms

  





  

    		2026-03-18 07:42:42.278656

    		0.0 ms

  





  

    		2026-03-18 08:42:42.958027

    		0.0 ms

  





  

    		2026-03-18 09:42:43.082725

    		0.0 ms

  





  

    		2026-03-18 10:42:43.742783

    		0.0 ms

  





  

    		2026-03-18 11:42:44.286825

    		0.0 ms

  





  

    		2026-03-18 12:42:44.58984

    		0.0 ms

  





  

    		2026-03-18 13:42:45.20446

    		0.0 ms

  





  

    		2026-03-18 14:42:45.219312

    		-0.3 ms

  





  

    		2026-03-18 15:42:45.908292

    		-0.1 ms

  





  

    		2026-03-18 16:42:46.601551

    		0.0 ms

  





  

    		2026-03-18 17:42:47.365611

    		0.0 ms

  





  

    		2026-03-18 18:42:48.228744

    		0.0 ms

  





  

    		2026-03-18 19:42:50.301937

    		0.0 ms

  





  

    		2026-03-18 20:42:50.310814

    		0.0 ms

  





  

    		2026-03-18 21:42:51.563059

    		0.1 ms

  





  

    		2026-03-18 22:42:52.032495

    		0.0 ms

  





  

    		2026-03-18 23:42:53.631614

    		0.0 ms

  





  

    		2026-03-19 00:42:55.252501

    		0.0 ms

  





  

    		2026-03-19 01:42:56.533486

    		0.0 ms

  





  

    		2026-03-19 02:42:57.760842

    		0.0 ms

  





  

    		2026-03-19 03:42:59.098742

    		0.0 ms

  





  

    		2026-03-19 04:43:00.53882

    		0.0 ms

  





  

    		2026-03-19 05:43:01.904614

    		0.0 ms

  





  

    		2026-03-19 06:43:02.22216

    		0.0 ms

  





  

    		2026-03-19 07:43:02.482081

    		0.0 ms

  





  

    		2026-03-19 08:43:03.570673

    		0.0 ms

  





  

    		2026-03-19 09:43:03.643066

    		0.0 ms

  





  

    		2026-03-19 10:43:04.299135

    		0.0 ms

  





  

    		2026-03-19 11:43:04.717697

    		0.0 ms

  





  

    		2026-03-19 12:43:04.739077

    		0.0 ms

  





  

    		2026-03-19 13:43:05.191507

    		0.0 ms

  





  

    		2026-03-19 14:43:06.00225

    		0.0 ms

  





  

    		2026-03-19 15:43:06.36976

    		0.0 ms

  





  

    		2026-03-19 16:43:06.799833

    		0.0 ms

  





  

    		2026-03-19 17:43:07.888529

    		0.0 ms

  





  

    		2026-03-19 18:43:08.618922

    		0.0 ms

  





  

    		2026-03-19 19:43:10.49293

    		0.0 ms

  





  

    		2026-03-19 20:43:12.33892

    		0.0 ms

  





  

    		2026-03-19 21:43:13.837717

    		0.0 ms

  





  

    		2026-03-19 22:43:14.248204

    		0.0 ms

  





  

    		2026-03-19 23:43:15.845144

    		0.0 ms

  





  

    		2026-03-20 00:43:16.304979

    		0.0 ms

  





  

    		2026-03-20 01:43:17.892338

    		0.0 ms

  





  

    		2026-03-20 02:43:19.256794

    		0.0 ms

  





  

    		2026-03-20 03:43:19.408614

    		-0.1 ms

  





  

    		2026-03-20 04:43:19.711395

    		0.0 ms

  





  

    		2026-03-20 05:43:21.0786

    		0.0 ms

  





  

    		2026-03-20 06:43:21.676551

    		0.0 ms

  





  

    		2026-03-20 07:43:21.870765

    		0.1 ms

  





  

    		2026-03-20 08:43:22.483872

    		0.1 ms

  





  

    		2026-03-20 09:43:22.773701

    		0.0 ms

  





  

    		2026-03-20 10:43:22.79517

    		0.0 ms

  





  

    		2026-03-20 11:43:22.943972

    		0.0 ms

  





  

    		2026-03-20 12:43:23.723399

    		-0.2 ms

  





  

    		2026-03-20 13:43:23.813182

    		0.0 ms

  





  

    		2026-03-20 14:43:24.454325

    		-0.1 ms

  





  

    		2026-03-20 15:43:24.83392

    		0.0 ms

  





  

    		2026-03-20 16:43:26.824114

    		0.0 ms

  





  

    		2026-03-20 17:43:28.234816

    		-0.1 ms

  





  

    		2026-03-20 18:43:28.768806

    		0.1 ms

  





  

    		2026-03-20 19:43:30.293791

    		0.0 ms

  





  

    		2026-03-20 20:43:30.396539

    		0.0 ms

  





  

    		2026-03-20 21:43:31.820068

    		0.0 ms

  





  

    		2026-03-20 22:43:33.434464

    		0.0 ms

  





  

    		2026-03-20 23:43:34.936515

    		0.0 ms

  





  

    		2026-03-21 00:43:36.723415

    		0.0 ms

  





  

    		2026-03-21 01:43:38.539423

    		0.1 ms

  





  

    		2026-03-21 02:43:40.09345

    		0.0 ms

  





  

    		2026-03-21 03:43:40.168881

    		0.0 ms

  





  

    		2026-03-21 04:43:41.050096

    		0.0 ms

  





  

    		2026-03-21 05:43:42.351133

    		0.0 ms

  





  

    		2026-03-21 06:43:42.811227

    		0.0 ms

  





  

    		2026-03-21 07:43:43.57977

    		0.0 ms

  





  

    		2026-03-21 08:43:44.407348

    		0.0 ms

  





  

    		2026-03-21 09:43:44.711147

    		-0.1 ms

  





  

    		2026-03-21 10:43:45.026902

    		0.0 ms

  





  

    		2026-03-21 11:43:47.294464

    		-0.2 ms

  





  

    		2026-03-21 12:43:47.478953

    		0.0 ms

  





  

    		2026-03-21 13:43:49.359046

    		0.0 ms

  





  

    		2026-03-21 14:43:50.096014

    		0.0 ms

  





  

    		2026-03-21 15:43:50.560946

    		0.0 ms

  





  

    		2026-03-21 16:43:52.37488

    		-0.1 ms

  





  

    		2026-03-21 17:43:52.988839

    		0.2 ms

  





  

    		2026-03-21 18:43:53.702496

    		-0.3 ms

  





  

    		2026-03-21 19:43:54.183035

    		0.0 ms

  





  

    		2026-03-21 20:43:54.681604

    		0.0 ms

  





  

    		2026-03-21 21:43:57.039738

    		0.0 ms

  





  

    		2026-03-21 22:43:59.296619

    		0.1 ms

  





  

    		2026-03-21 23:44:01.358004

    		0.0 ms

  





  

    		2026-03-22 00:44:03.249455

    		0.0 ms

  





  

    		2026-03-22 01:44:05.204675

    		0.0 ms

  





  

    		2026-03-22 02:44:07.16941

    		0.0 ms

  





  

    		2026-03-22 03:44:07.247304

    		0.1 ms

  





  

    		2026-03-22 04:44:08.058205

    		0.0 ms

  





  

    		2026-03-22 05:44:09.440208

    		0.0 ms

  





  

    		2026-03-22 06:44:09.987574

    		0.0 ms

  





  

    		2026-03-22 07:44:12.419351

    		0.0 ms

  





  

    		2026-03-22 08:44:12.829222

    		0.0 ms

  





  

    		2026-03-22 09:44:13.03818

    		0.0 ms

  





  

    		2026-03-22 10:44:13.259904

    		-0.1 ms

  





  

    		2026-03-22 11:44:13.429575

    		-0.2 ms

  





  

    		2026-03-22 12:44:13.537005

    		0.0 ms

  





  

    		2026-03-22 13:44:15.024159

    		0.0 ms

  





  

    		2026-03-22 14:44:15.211114

    		0.0 ms

  





  

    		2026-03-22 15:44:15.801659

    		0.0 ms

  





  

    		2026-03-22 16:44:16.176602

    		0.0 ms

  





  

    		2026-03-22 17:44:16.381774

    		0.0 ms

  





  

    		2026-03-22 18:44:16.877083

    		0.0 ms

  





  

    		2026-03-22 19:44:17.069486

    		0.0 ms

  





  

    		2026-03-22 20:44:18.296963

    		0.1 ms

  





  

    		2026-03-22 21:44:19.420451

    		0.0 ms

  





  

    		2026-03-22 22:44:20.091377

    		0.0 ms

  





  

    		2026-03-22 23:44:20.991093

    		0.1 ms

  





  

    		2026-03-23 00:44:21.106149

    		0.0 ms

  





  

    		2026-03-23 01:44:22.241609

    		-0.1 ms

  





  

    		2026-03-23 02:44:24.508451

    		0.0 ms

  





  

    		2026-03-23 03:44:26.250348

    		0.0 ms

  





  

    		2026-03-23 04:44:28.191553

    		0.0 ms

  





  

    		2026-03-23 05:44:28.221694

    		0.1 ms

  





  

    		2026-03-23 06:44:28.302853

    		0.0 ms

  





  

    		2026-03-23 07:44:28.536937

    		-0.1 ms

  





  

    		2026-03-23 08:44:29.101791

    		0.0 ms

  





  

    		2026-03-23 09:44:29.238149

    		0.0 ms

  





  

    		2026-03-23 10:44:29.692208

    		-0.1 ms

  





  

    		2026-03-23 11:44:30.310707

    		-0.1 ms

  





  

    		2026-03-23 12:44:31.406506

    		0.1 ms

  





  

    		2026-03-23 13:44:31.54233

    		-0.1 ms

  





  

    		2026-03-23 14:44:31.618599

    		-0.2 ms

  





  

    		2026-03-23 15:44:32.010878

    		0.0 ms

  





  

    		2026-03-23 16:44:32.792672

    		0.0 ms

  





  

    		2026-03-23 17:44:34.227768

    		0.0 ms

  





  

    		2026-03-23 18:44:34.697306

    		0.1 ms

  





  

    		2026-03-23 19:44:35.018557

    		0.1 ms

  





  

    		2026-03-23 20:44:36.32287

    		0.0 ms

  





  

    		2026-03-23 21:44:36.647316

    		0.0 ms

  





  

    		2026-03-23 22:44:39.451585

    		0.0 ms

  





  

    		2026-03-23 23:44:40.467666

    		0.0 ms

  





  

    		2026-03-24 00:44:41.639355

    		-0.1 ms

  





  

    		2026-03-24 01:44:42.994039

    		0.1 ms

  





  

    		2026-03-24 02:44:44.317751

    		0.0 ms

  





  

    		2026-03-24 03:44:44.56842

    		0.0 ms

  





  

    		2026-03-24 04:44:46.662818

    		0.0 ms

  





  

    		2026-03-24 05:44:47.914543

    		0.0 ms

  





  

    		2026-03-24 06:44:48.890001

    		0.0 ms

  





  

    		2026-03-24 07:44:48.9588

    		0.0 ms

  





  

    		2026-03-24 08:44:49.178786

    		0.0 ms

  





  

    		2026-03-24 09:44:50.12545

    		-0.1 ms

  





  

    		2026-03-24 10:44:51.033808

    		0.0 ms

  





  

    		2026-03-24 11:44:51.132784

    		0.0 ms

  





  

    		2026-03-24 12:44:51.260904

    		-0.1 ms

  





  

    		2026-03-24 13:44:51.425823

    		0.0 ms

  





  

    		2026-03-24 14:44:52.06007

    		-0.6 ms

  





  

    		2026-03-24 15:44:52.391462

    		-0.1 ms

  





  

    		2026-03-24 16:44:52.468962

    		0.2 ms

  





  

    		2026-03-24 17:44:53.575984

    		0.3 ms

  





  

    		2026-03-24 18:44:53.862946

    		0.1 ms

  





  

    		2026-03-24 19:44:55.853121

    		0.0 ms

  





  

    		2026-03-24 20:44:55.859539

    		-0.1 ms

  





  

    		2026-03-24 21:44:56.963261

    		0.1 ms

  





  

    		2026-03-24 22:44:57.088801

    		0.0 ms

  





  

    		2026-03-24 23:44:57.160784

    		0.2 ms

  





  

    		2026-03-25 00:44:57.214377

    		0.0 ms

  





  

    		2026-03-25 01:44:58.656612

    		0.0 ms

  





  

    		2026-03-25 02:45:00.008349

    		-0.2 ms

  





  

    		2026-03-25 03:45:01.427547

    		0.0 ms

  





  

    		2026-03-25 04:45:02.683527

    		0.0 ms

  





  

    		2026-03-25 05:45:04.442197

    		-0.1 ms

  





  

    		2026-03-25 06:45:06.965518

    		0.0 ms

  





  

    		2026-03-25 07:45:07.200403

    		-0.1 ms

  





  

    		2026-03-25 08:45:08.298273

    		1.1 ms

  





  

    		2026-03-25 09:45:08.533115

    		0.0 ms

  





  

    		2026-03-25 10:45:09.063798

    		0.0 ms

  





  

    		2026-03-25 11:45:09.092383

    		0.1 ms

  





  

    		2026-03-25 12:45:09.661369

    		0.0 ms

  





  

    		2026-03-25 13:45:09.764416

    		0.0 ms

  





  

    		2026-03-25 14:45:10.287435

    		0.1 ms

  





  

    		2026-03-25 15:45:10.312981

    		0.0 ms

  





  

    		2026-03-25 16:45:11.141668

    		0.0 ms

  





  

    		2026-03-25 17:45:12.152563

    		0.0 ms

  





  

    		2026-03-25 18:45:13.520962

    		0.0 ms

  





  

    		2026-03-25 19:45:15.102218

    		0.0 ms

  





  

    		2026-03-25 20:45:15.970716

    		0.0 ms

  





  

    		2026-03-25 21:45:16.931446

    		0.0 ms

  





  

    		2026-03-25 22:45:17.436553

    		0.0 ms

  





  

    		2026-03-25 23:45:19.087687

    		0.0 ms

  





  

    		2026-03-26 00:45:20.48646

    		-0.1 ms

  





  

    		2026-03-26 01:45:21.736757

    		-0.2 ms

  





  

    		2026-03-26 02:45:23.300855

    		0.1 ms

  





  

    		2026-03-26 03:45:25.074951

    		0.1 ms

  





  

    		2026-03-26 04:45:26.429285

    		0.0 ms

  





  

    		2026-03-26 05:45:27.693371

    		0.0 ms

  





  

    		2026-03-26 06:45:29.201608

    		0.0 ms

  





  

    		2026-03-26 07:45:30.74451

    		0.0 ms

  





  

    		2026-03-26 08:45:30.930753

    		0.0 ms

  





  

    		2026-03-26 09:45:32.057845

    		0.0 ms

  





  

    		2026-03-26 10:45:32.67189

    		0.0 ms

  





  

    		2026-03-26 11:45:33.780213

    		0.0 ms

  





  

    		2026-03-26 12:45:35.189293

    		0.1 ms

  





  

    		2026-03-26 13:45:37.07709

    		0.0 ms

  





  

    		2026-03-26 14:45:37.642067

    		0.0 ms

  





  

    		2026-03-26 15:45:38.58788

    		0.0 ms

  





  

    		2026-03-26 16:45:39.322973

    		0.0 ms

  





  

    		2026-03-26 17:45:39.620227

    		-0.1 ms

  





  

    		2026-03-26 18:45:40.830327

    		0.0 ms

  





  

    		2026-03-26 19:45:41.005018

    		0.0 ms

  





  

    		2026-03-26 20:45:43.295656

    		0.0 ms

  





  

    		2026-03-26 21:45:43.366947

    		0.0 ms

  





  

    		2026-03-26 22:45:45.663278

    		0.0 ms

  





  

    		2026-03-26 23:45:47.140947

    		0.0 ms

  





  

    		2026-03-27 00:45:48.637361

    		0.0 ms

  





  

    		2026-03-27 01:45:50.079207

    		0.0 ms

  





  

    		2026-03-27 02:45:51.55396

    		0.1 ms

  





  

    		2026-03-27 03:45:52.81106

    		0.0 ms

  





  

    		2026-03-27 04:45:54.185999

    		0.0 ms

  





  

    		2026-03-27 05:45:54.297911

    		-0.1 ms

  





  

    		2026-03-27 06:45:55.037363

    		0.1 ms

  





  

    		2026-03-27 07:45:57.701041

    		0.0 ms

  





  

    		2026-03-27 08:45:58.193118

    		0.0 ms

  





  

    		2026-03-27 09:45:59.178324

    		0.0 ms

  





  

    		2026-03-27 10:45:59.504747

    		0.0 ms

  





  

    		2026-03-27 11:46:00.676834

    		0.1 ms

  





  

    		2026-03-27 12:46:00.979083

    		0.1 ms

  





  

    		2026-03-27 13:46:01.565316

    		0.0 ms

  





  

    		2026-03-27 14:46:02.778936

    		0.0 ms

  





  

    		2026-03-27 15:46:03.105484

    		0.0 ms

  





  

    		2026-03-27 16:46:04.849905

    		0.0 ms

  





  

    		2026-03-27 17:46:04.949217

    		0.0 ms

  





  

    		2026-03-27 18:46:07.794456

    		0.0 ms

  





  

    		2026-03-27 19:46:10.320634

    		0.0 ms

  





  

    		2026-03-27 20:46:12.151195

    		0.0 ms

  





  

    		2026-03-27 21:46:14.148528

    		0.0 ms

  





  

    		2026-03-27 22:46:16.129031

    		0.0 ms

  





  

    		2026-03-27 23:46:17.876608

    		0.0 ms

  





  

    		2026-03-28 00:46:19.460452

    		0.0 ms

  





  

    		2026-03-28 01:46:21.071609

    		0.0 ms

  





  

    		2026-03-28 02:46:22.581103

    		0.0 ms

  





  

    		2026-03-28 03:46:24.262836

    		0.1 ms

  





  

    		2026-03-28 04:46:25.796826

    		0.3 ms

  





  

    		2026-03-28 05:46:27.567415

    		-0.5 ms

  





  

    		2026-03-28 06:53:14.785939

    		0.1 ms

  





  

    		2026-03-28 07:53:16.210219

    		0.1 ms

  





  

    		2026-03-28 08:53:16.373492

    		-0.3 ms

  





  

    		2026-03-28 09:53:17.088557

    		-0.1 ms

  





  

    		2026-03-28 10:53:18.094392

    		0.0 ms

  





  

    		2026-03-28 11:53:18.147954

    		0.0 ms

  





  

    		2026-03-28 12:53:18.177602

    		0.0 ms

  





  

    		2026-03-28 13:53:18.609466

    		0.0 ms

  





  

    		2026-03-28 14:53:19.152676

    		0.0 ms

  





  

    		2026-03-28 15:53:19.254741

    		0.0 ms

  





  

    		2026-03-28 16:53:20.342284

    		0.0 ms

  





  

    		2026-03-28 17:53:22.053753

    		0.0 ms

  





  

    		2026-03-28 18:53:22.261591

    		0.0 ms

  





  

    		2026-03-28 19:53:22.564094

    		0.0 ms

  





  

    		2026-03-28 20:53:24.615623

    		0.0 ms

  





  

    		2026-03-28 21:53:26.707346

    		0.0 ms

  





  

    		2026-03-28 22:53:28.577198

    		0.0 ms

  





  

    		2026-03-28 23:53:29.884915

    		0.0 ms

  





  

    		2026-03-29 00:53:31.192491

    		0.0 ms

  





  

    		2026-03-29 01:53:32.348844

    		0.0 ms

  





  

    		2026-03-29 02:53:33.854002

    		0.1 ms

  





  

    		2026-03-29 03:53:35.110362

    		0.0 ms

  





  

    		2026-03-29 04:53:36.668911

    		0.0 ms

  





  

    		2026-03-29 05:53:38.261417

    		0.2 ms

  





  

    		2026-03-29 06:53:40.827972

    		-1.0 ms

  





  

    		2026-03-29 07:53:40.887699

    		0.0 ms

  





  

    		2026-03-29 08:53:41.420944

    		0.0 ms

  





  

    		2026-03-29 09:53:42.601435

    		0.1 ms

  





  

    		2026-03-29 10:53:44.162894

    		-0.1 ms

  





  

    		2026-03-29 11:53:44.565305

    		0.1 ms

  





  

    		2026-03-29 12:53:46.34087

    		0.0 ms

  





  

    		2026-03-29 13:53:46.453867

    		0.0 ms

  





  

    		2026-03-29 14:53:46.799242

    		0.1 ms

  





  

    		2026-03-29 15:53:47.130243

    		-0.1 ms

  





  

    		2026-03-29 16:53:48.439349

    		0.2 ms

  





  

    		2026-03-29 17:53:49.353111

    		0.0 ms

  





  

    		2026-03-29 18:53:49.522546

    		0.1 ms

  





  

    		2026-03-29 19:53:49.763664

    		0.0 ms

  





  

    		2026-03-29 20:53:49.867199

    		0.0 ms

  





  

    		2026-03-29 21:53:50.132697

    		0.1 ms

  





  

    		2026-03-29 22:53:51.128661

    		-0.1 ms

  





  

    		2026-03-29 23:53:52.593052

    		0.2 ms

  





  

    		2026-03-30 00:53:54.234839

    		0.0 ms

  





  

    		2026-03-30 01:53:55.680779

    		0.1 ms

  





  

    		2026-03-30 02:53:57.269328

    		0.1 ms

  





  

    		2026-03-30 03:53:58.771684

    		0.0 ms

  





  

    		2026-03-30 04:54:00.257356

    		-0.1 ms

  





  

    		2026-03-30 05:54:02.252207

    		0.2 ms

  





  

    		2026-03-30 06:54:02.485977

    		-0.1 ms

  





  

    		2026-03-30 07:54:03.07156

    		-0.1 ms

  





  

    		2026-03-30 08:54:03.218907

    		0.0 ms

  





  

    		2026-03-30 09:54:03.570438

    		0.1 ms

  





  

    		2026-03-30 10:54:03.893782

    		-0.3 ms

  





  

    		2026-03-30 11:54:04.419349

    		-0.1 ms

  





  

    		2026-03-30 12:54:04.809394

    		0.1 ms

  





  

    		2026-03-30 13:54:05.375186

    		-0.1 ms

  





  

    		2026-03-30 14:54:05.884609

    		0.0 ms

  





  

    		2026-03-30 15:54:06.268848

    		-0.1 ms

  





  

    		2026-03-30 16:54:06.530403

    		0.0 ms

  





  

    		2026-03-30 17:54:06.745111

    		0.0 ms

  





  

    		2026-03-30 18:54:06.815729

    		0.0 ms

  





  

    		2026-03-30 19:54:07.411022

    		0.0 ms

  





  

    		2026-03-30 20:54:08.060907

    		0.0 ms

  





  

    		2026-03-30 21:54:10.155743

    		0.0 ms

  





  

    		2026-03-30 22:54:11.669769

    		0.0 ms

  





  

    		2026-03-30 23:54:13.478772

    		0.0 ms

  





  

    		2026-03-31 00:54:15.122717

    		0.0 ms

  





  

    		2026-03-31 01:54:16.556883

    		0.0 ms

  





  

    		2026-03-31 02:54:17.984084

    		0.0 ms

  





  

    		2026-03-31 03:54:19.922517

    		0.0 ms

  





  

    		2026-03-31 04:54:21.763813

    		0.0 ms

  





  

    		2026-03-31 05:54:21.943082

    		0.0 ms

  





  

    		2026-03-31 06:54:22.131487

    		0.0 ms

  





  

    		2026-03-31 07:54:22.472626

    		0.0 ms

  





  

    		2026-03-31 08:54:22.623081

    		0.0 ms

  





  

    		2026-03-31 09:54:23.384628

    		0.0 ms

  





  

    		2026-03-31 10:54:23.762505

    		0.0 ms

  





  

    		2026-03-31 11:54:24.108323

    		0.0 ms

  





  

    		2026-03-31 12:54:24.544638

    		-0.1 ms

  





  

    		2026-03-31 13:54:25.01195

    		0.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-03-31 13:53:34.895 UTC

    		192.176.216.24

    		Gunnar Jonasson (GJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-31 13:54:04.905 UTC

    		192.176.216.24

    		Gunnar Jonasson (GJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.

  

  

    		2026-03-31 13:54:25.92 UTC

    		192.176.216.23

    		Lisa Larsson (LL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-31 13:54:48.773 UTC

    		192.176.216.23

    		Lisa Larsson (LL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.

  









